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What DO-178B Say’s on t

“Traceability - The evidence of an association between items, such as
between process outputs, between an output and its originating process,
or between a requirement and its implementation.”

“5.5 Traceability quidance includes:

- a Traceability between system requirements and software
requirements should be provided to enable verification of the
complete implementation of the system requirements and give
visibility to the derived requirements.

- b. Traceability between the low-level requirements and high-
level requirements should be provided to give visibility to the derived
requirements and the architectural design decisions made during the
software design process, and allow verification of the complete
implementation of the high-level requirements.

- C. Traceability between Source Code and low-level
requirements should be provided to enable verification of the absence
of undocumented Source Code and verification of the complete
implementation of the low-level requirements”
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What DO-254 Say’s on the

Traceability - An identifiable association between hardware items or processes, such
as between a requirement and the source of the requirement or between a verification
method and its base requirement.” (note different than DO-178B)

“10.4.1 Traceability Data

Hardware traceability establishes a correlation between the requirements, detailed design,
implementation, and verification data that facilitates configuration control, modification, and
verification of the hardware item.

Hardware traceability data should include:

1. A correlation between the system requirements allocated to hardware and the
requirements.

2. A correlation between the requirements and the hardware detailed design data.

3. A correlation between the hardware detailed design data and the as-built hardware item
or assembly.
4. A correlation between the requirements, including derived hardware

requirements, and detailed design data and the verification procedures and results.

5. The results of a traceability analysis”

What DO-254 Say’s 0

“6.2.2 Verification Process Activities

— 3. Traceability between requirements, implementation and the
verification procedure and results should be established. Traceability
should be consistent with the design assurance level of the function
performed by the hardware. It is not intended to require traceability to
detailed components (for example: resistor, capacitor and gate) unless
required for safety considerations”

Data

; Hardware Life Cycle Data (See Note 1) Objectives submit | Level | Level | Level | Level
Section A

D

1041 Hardware Traceability Data 6.1.1(1); 6.2.1(1,2) cc2 cc2 cc2 cc2
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Pro-Active Traceability vs.

Pro-Active traceability begins at the start of the system level
requirements definition and is integral to the development life cycle

— ltinvolves all the personnel responsible for the development of
the product
— ltis integrated into the life cycle data and processes

Re-Active traceability is performed once the product development
and testing is complete

— ltinvolves one poor soul who gets to make a road map of the
life cycle data. (usually a one-directional matrix)

— If there are holes found, many times you are forced to revise
released data, change code, add tests and start the entire
checking process again to see if you hit the mark the second
time around.

Pro-Active vs. Re-Acti

*Is a Pro-active approach required by DO-178B or DO-254?
DO-254 section 5.1.1 Requirements Capture Objectives

”Traceability of verification results to the hardware requirements is addressed in
Section 6. It is desirable to establish this method of traceability during the requirement

capture process.”

DO-178B section 3.3 Transition Criteria Between Processes

“The transition criteria will depend on the planned sequence of software development
processes and integral processes, and may be affected by the software level. Examples
of transition criteria which may be chosen are: that the software verification process
reviews have been performed; the input is an identified configuration item; and a
traceability analysis has been completed for the input.”
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Lessons learned for an

Never re-number, delete, or use the same
requirement number once baseline for the
associated document or process has been
established.

Transition points in the design process
(baselines are established) are the points
at which the traceability matrix should be
updated and baselined.

When possible, make the traceability
activity part of the development life cycle
and not an end of project report.

(1>

A Low-Tech solution f_

Traceability

Guidelines for effective traceability
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Matrix Information _

C-Utilities which look for standard headers and
key words can automate much of the work.

— Design Document information can be automatically
derived from standard source file headers with a
requirements subheading.

— Module/file name/revision can be automatically derived
from standard headers.
Verification traceability is a manual process
usually because more than one requirement is
verified by any one test or verification activity.
Traceability to the verification tests or analysis
should be accomplished as the verification
activity is being performed in order to satisfy the
requirements based testing objectives.

The Matrix

One and only one

Make the matrix usable at the testing level and for
regression analysis by including the sentence that the
“shall” is in as information in the matrix.

Reflect derived requirements as additions to the matrix
independent of a higher level SRD/SWRD/HWRD

Safety and derived requirements can be marked with a
special character “shall[1]d” for derived “shall[1]s” for
safety related requirements.
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Example: Software M

Systems Software Software Requirement Design Module Test Case document, revision
Requirements Requirements Description Description Name and
Document Document Doc (for sofware) 1d.
Or ICD
5570_000 5560_000 5560_000 5540_000 5710_000
5570_000Rev A 5560_000 Rev A The system better work or the| 5540_001,Rev A evTHISexample, Rev - 5710_000, Rev A
3.4[01] 4.3[1] boss shall[1] knock heads by: 5214 4278T1Rev-
5570_000Rev B 5560_001 RevB The external oscillator clock | 5540_-000, Rev A | DpHOPEthishelps, Rev A 5700_000, Rev B
3.2[5] 4.36[1] shall[1] be divided down to 522 432172 RevA

achieve 512 samples for the
selected range.

5570_000 Rev B 5560_000 Rev A The sum shall[2] be divided [ Requirement deleted |Requirement deleted (see PR[Requirement deleted (see PR 1234

6.7[2]s 439.1[2] by the number of samples (see PR 1234)
***Requirement taken within the range
***Requirement deleted*** dependent post filter sample
deleted*** clock rate.

Systems Hardware Hardware Requirement Hardware Test Case document,
Requirement | Requirement Document Design revision and 1.D.
s Document | s Document Description Description
OrICD Doc
5570_000
5560_000 5570_000 5590_000
5560_000 5570_000 The video Block shall[1] Requirement N/A
Rev A Rev A group multiple processes, deleted (see ECO
3.1[1] 4.3[1] which perform two basic #1234)
functions:
1. Video Sample collection
5560_000 5570_000 The external oscillator 5590_000 Rev A, | Software Verification
Rev A Rev B clock shall[1] be divided 5.2.2 Test
5.1[1] 4.3.6[1] down to achieve 512 5710_000 Rev A
samples for the selected 432171
5560_000 5570_000 The sum shall[2] be divided | 5590_000 Rev A | Hardware Verification
Rev A Rev A by the number of samples 6.1.2 Procedures and Results
8.1[5] 4.3.9.1[2] taken within the range 5700_000 Rev A
dependent post filter sample
clock rate. Simulation file
ideo_data_filter_output
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Numbering, Insert & Delete Rules

All requirements that are specified in the requirements docu
requirements.

Discussions of non-requirements for systems which may be included for ease of
understanding, should not be tagged as requirements.

Requirements for each HWRD/SWRD/SRD section shall begin with a new sequential
number.

Don’t renumber the paragraphs of your traced documents once they are baselined.

Any requirement that has been revised shall be marked with a change bar in the revised
version or included in the revision page of the document.

If a requirement is deleted, the requirement number shall be retained and the word
"DELETED" shall be included in place of original text (for convenience all "Deleted" shalls in
a section paragraph can be placed at the end of that section). This will ensure that the
sequential numbers are not affected and traceability is not lost.

Inserted requirements are numbered after the previous shall number as a sub-level (l.e. 1.1,
1.2 would be inserted after shall[1] and if a requirement needed to be added after 1.1 it
would be 1.1.1, 1.1.2 etc..

Each requirement should be uniquely testable and/or traceable to design.

Numbering Syntax: paragraph_number.[shall_number]

Where the “shall” number is a sequential requirement number from paragraph section start
to end, starting from one again at the next heading level.

Requirements will be referenced by paragraph_number.[shall_number] in traceability matrix
and for tests. (example 4.1.3.[1], 4.1.3.[1.1])

Example Requirements Document

3.4 Functional Characteristics

Top-level functional requirements are system features or outputs at the functional level and do not include any
implementation details. The level of detail shall[1] be as appropriate to describe the functionality of the equipment to a
pilot. The intent is to adequately define those system-level requirements that have a significant impact on the
development effort and to avoid duplication of details that belong in the Software Requirements Document.

For example, a top-level requirement for a navigation function shall[2] state that the system will compute latitude and
longitude using input from an IRS (inertial reference sensor). It shall [3] not define handling of IRS errors or response to
an IRS failure unless such functions were expected to have a significant impact on the development effort.

This section shall[4] also identify performance requirements for the system, such as accuracy, response times, and
qualities of a dynamic system. Performance requirements shall[5] be quantified with verifiable targets or with
percentage deviation from a baseline system.

3.4.1 Reliability and Maintainability

This section shall[1] identify the target operational reliability, such as mean time between failure (MTBF) and/or mean
time between unit replacement (MTBUR), and any in-service maintenance requirements for the product. Operational
reliability and in-service life shall[2] be expressed in terms of flight hours.

Maintenance requirements include the desired diagnostic functions/features of the product that would aid a mechanic
troubleshooting the system in the aircraft. Requirements for built-in test equipment (BITE) failure detection and false
alarm rate shall[3] be specified. Any special tools required by line maintenance mechanics for maintaining the product
shall[4] be identified
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Example After Insert and Delete

3.4 Functional Characteristics

Top-level functional requirements are system features or outputs at the fun
implementation details. The level of detail shall[1] be as appropriate to des!
to a pilot. This detail shall[1.1] be comparable to that located in industry documents such as an FAA Advisory
Circular. The intent is to adequately define those system-level requirements that have a significant impact on the
development effort and to avoid duplication of details that belong in the Software Requirements Document.

For example, a top-level requirement for a navigation function shall[2] state that the system will compute latitude
and longitude using input from an IRS (inertial reference sensor). It shall [3] not define handling of IRS errors or
response to an IRS failure unless such functions were expected to have a significant impact on the development
effort.

This section shall[4] also identify performance requirements for the system, such as accuracy, response times, and
qualities of a dynamic system. Performance requirements shall[5] be quantified with verifiable targets or with
percentage deviation from a baseline system.

3.4.1 Reliability and Maintainability

This section shall[1] identify the target operational reliability, such as mean time between failure (MTBF) and/or
mean time between unit replacement (MTBUR), and any in-service maintenance requirements for the product.

Maintenance requirements include the desired diagnostic functions/features of the product that would aid a
mechanic troubleshooting the system in the aircraft. Requirements for built-in test equipment (BITE) failure
detection and false alarm rate shall[3] be specified. Any special tools required by line maintenance mechanics for
maintaining the product shall[4] be identified.

shall[2] deleted

Database Support

Access can be used to create a
traceability matrix from automatically
generated files.

Example supplied by Avtech Corporation of Seattle WA.

Data is for example purposes only, all Rights reserved.
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h Detail Table Entyy Master Cross Refersnces
L Edit System Requirements | Master Matriz Entry - Medium |
¥ | Initialize Database Edit Software Requirements | Master Matriz Entry - High Res. |

Edit Software Design Entries
Update Expart T able
Edt Softyare Moduie ™ Updsts Expor Tabie on Exit

Edit Test Cases

Uniraced SRO Entries | Unaced SWRD Entiss  Untraced Desion | Untraced Modules | Unbaced Tests | Statisics

Ta refresh data, click inside table
ID [ Reference | Design Requirement
18 B001-1520 Rev. -, | Erasing Terrain Image
4134
18 BO01-1520 Rev. -, Hardware Specific Design lssues
42
20 B001-1520 Rew. -, Watchdog Timer Maintenance
4.2.1
21 B001-1520 Rev. -, | Interrupt Structure
422

) BN _AEI0 Do Eepnnrnime { Facbavaund Dalatinm e hin

1 - i
Record: 14| 4 1 k| M |rffaf B8

Update Revision in all records
Document # Paragraph|Shall SRD Requirement

- |- g1 1 |If power is interrupted for less than 250 msec, the DSU shall retain all information
and status and continue normal operation.

6001-1110 - G2 8 The DSU shall read the range from three or four discrete inputs which come from the
weather radar display, fortmatthem, and send the range on an ARINC-429 label to
the EGPWWE

6001-1110 - 5.2.2.1 Ifthe DSU is connected to a display which supplies three inputs, the DSU shall
assume thatthe logic associated with R3 is always '1'as defined below.

B001-1110 - 5221 Table 2 shall be used to correlate range with the status of the three discrete inputs
(labeled RO, R1, and R2).

6001-1110 - Table 3 shall be used to correlate range with the status of the three discrete inputs
(labeled RO, R1, B2, and R3},

= ~ livDiscretelOUpdate Rev. -

] i 2[1] L5321

216 60011110 Rev. -, ;‘5001-1500 Rew. -, ;lEUUMSZD Rev. - ;[equwerFailHandler Rew. -
514[1] 52[2] L 51141

s1A1) 5a[2] L 51162 o
217 60011110 Rev. -, _vlSDEHJSEID Rev. -, ~ |6001-1520 Rev. - ;[EVPDWErFEIIHandIEr Rew. -
101] 2(3] 51141

H
El
362 60011110 Rew. -, ;[5001 -1500 Rew . -, dEDDL‘\ 520 Rev. - ;{eWanhdngTestCsncel Rew._ - ;l

If power i interrugted for less than 250 |Upon activation of FOVERF ALL, the evPowerFaiHander
‘msec, the DSU shall retain allinformation DS controller shall executs the

and status and continue normal Power-Down tasks, which include

“operation

Record: M| ¢ |[ T b | rivk|of 6
Record: 14 4 1 Pk | M p¥]of 104

Tammy Reeve



2003 FAA National Software Conference
Traceability: Re-active vs. Pro-active

Tammy Reeve

Update Revision in all iecords

[ # | Rev | P

h | Shall [SWRD Ri

»| 2 [soor1s00 A[- -f1a

2 |All software verification shall be with respectto the requirements and referenced
reguirements defined in this document only.

1 |eo0f-1500 ~)- ~-|1d

1 |The DSU controller software shall be developed per RTCADO178/B level C as
described in the Plan for Software Aspects of Cerification (PSAC), B001-1600.

3 |B001-1500  «f- ~f3d

1 |Farthe purpose of calculating memory margins the definition (M-U)M shall apply.

20 |6001-1500 ~«|- ~}310 1 |a)The data latency time for UDI data output information shall not exceed 100 +-10
IMSEC.
21 |8001-1500 ~«|- ~}3.10 2 |b)The DEL contraller shall complete a cold start power-up and assume normal

aperation in no maore than 5.0 seconds

4 |B001-1500 |- ~-f3.2

1 |Forthe purpose of calculating timing margins the definition (T-tWT shall apply.

il
Mo direct traceable requirement.

S e
&l software verificstion hall be with
respect to the requirements anc
reterenced requirements defined in
this document anly

Record: 14 [ 1 b [P oF 1

- |00 -1520 Rev. - - [is Rev. A
| N2

El E|

_} Test Case =+

;}_ E

Record: 4| 4 R NED

Module Name

of 149

File Name

dv429TxSendLBLOT1

d429send.c

dv428TxSendLBL2T1

d4289send.c

dv428TxSendLBL350

d429send.c

dv453RxProcessor

4453

dvFilteredTASInit

d453tas ¢

dylpdateFilteredTAS

d453tas.c

dv453RxParsel BLOZO

d453util.c

dvEnahleds3Receiver

d453util.c

|| fm|o|=fw|weEs

dushlewaler

ddise.c

dusReadRawlJDIDisplayRange

ddisc.c

dvCleartllAlerts

ddisc.c

dyinitializeDiscretelnputStates

ddisc.c

dylpdateDiscreteOutputs

ddisc.c

- |6001-1520 Rev

5211

- - |avazemisenateLon

_vJSEIEH 1520 Rev. - _vldv429TxSEm1LEILDH

5211

;[60'01 -1520Rev. - - [ohd29TxSendLBLOT

5211

- |6am-1520 Rev. - - |ava29Tx3endlBLOT
L5244
_-|poot-1520Rev. - - |ava28TxSendLBLOM

__ SWDD Requir

The DSU shall transmit the Guery/Setup
Response Wiord series (which containg
display configuration infarmstion) on
ARINC 429 Label 011 once every 30

The DSU controller shall transmit
ARINC 429 Lakel 011 cortaining
dizplay configuration information &5
described in Section 7.2

Record: 4] 4 T v [ r e of 7

johe420Tx SendLBLO1 1

Record: 14| 4 1 b [Pl of 111
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CEINEENARIE | _____ (SwWDDID  [60011520 Fev. -, 61141 <]

IF power is intertpted for less than 250 msec, the DS shal S  [evPowerFaiHander
retain &l information 4
and status and continue normal operation

|evFowelFaMHandler Fiew. -

001500 Fiev. . 52[1] ] E ' _:]euwrlall.c

Upon activation of F‘DWEHFAIL the DSU contioller shaH
execute the Power-Dawn tasks, which include:

001
51 Wﬁsm . M
6007-1500 Rew. -, 6007-1520 Rev. -, evPoneFaiHander Rew. -
52[1] 511
6001-1110 Rev. - 6001-1500 Rev. -, 6001-1520 Rey. -, ivDiscretel Ol pdate  Rey. -
511[1] 52[1] 5321

E001-1110 Rev. -, E001-1500 Rev. -, E001-1520 Rev. -, evPowerFaiHandler Rev. -
5.1.1[1] [21 141

E001-1110 Rev. - E001-1500 Rev. - 50071520 Frev. evitatchdogTestCancel Rew. -
E11[1] 52[2] 5.1.16.2

EO0T-1110 Rew. - E007-1500 Rew. -, E007-1520 Rev. -, evPowerFaiHandler Rev. -
511[1] 2[3] 51.141
6001-1110 Rev. - 6001-1500 Rev. -, 6001-1520 Rey. -, ivDiscretel Ol pdate  Rey. -
511[1] 2[4] 5321

E001-1110 Rev. -, E001-1500 Rev. -, E001-1520 Rey. -, ew]SMInt Rev. -
5.221[1] 41.4[1] 51.1.1
E001-1110 Rew. - E001-1500 Rew. - E001-1620 Rev. evDiscretelnputScanHandler Rew, -
5221[1] 414[1] 51.7.1

E007-1500 Rew. -, ~ |E001-15620 Rev. -, dusReadRawlDIDisplayRange  Rew. -
414[1] 5253

record: 14| [ 1 e [ [ek|of 728
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[rements |G Zem Requirement Desrpaon Eitvare SFinare Fequienenl Desorpbon Gaptware Demign HdnE Mo Test &
Requirermenss Docunent
| Docaument
o TR F Ve T B TR W TS B DSV IS W [0 A e T F T e e e TSR, P
\om 200 3¢ Pame KD bk, WAEN RENGES Botns
20 2 2 conte Ko alope o
I R TDECEE 1T UpiERe, FEv.-
EEECETe 7o, e POTERTAI WEMPEATHE DU Cormon T EET N TATRART, PR
5200 FE T e STENI MO0 M0 & 718 ) e DSU Covookr_[S.1.101
FLallFics EE PO LR SR NANATIR Tel €2t o) heet
PO kT RoUs
TR R
5162
e 80 t-te00 Fav EUPoHE AR, FE
Bring
"’POWEFF‘II. mnmb b hacthe stte e the powe rdll wtoge (500 1-1520 Rev. - kDkce & Update, Fev.-
D erongh B a karwark reset, the DU controle rehall 53.21
e the d Iwet u"pll a5 b thelr prepowe Tl cond b andl
£ 1o matope o
- m D“leal Tearl e range TRm ree o1 o1 dboIeE Npits whGE | 0011500 Fev -, Tie UDID kphy Fa gz At decrete Npre, soviced by a 500 1- 1520 Few EWIEUNE Fen -
o the weather moArd bp by, mat em, and send tie e |+ 04 [1] cllpiay, tatshal be aoce s d ard decode d Tam numnaleerm EXRE]
ul al AFINCH29 ke Ito e EGPINS dkCeE 10 ceut: via e SPIportion of the 63332 CSM modik

e soren I e HIVDD Sections 32 52.1.6.

SuDECRT: NprECa RN Er, Fey -

€11: Fe AR aRUDIDE R By Fa 1ge , Fen.-

WDRCKE D Upaate, Pau.-

TFEANDECIEE WP ESICo Sy, Fed -

532,
600 1-1520 Rev .-, SN, Fen-
551
(500 1-1500 Fev - Gotc, Pl -
511
0011500 Fev - The B0 cottoll Tl UDDR by Favge vt e~ E00 - Feo P T MBI, Fen -
5.55 1] L and, Fequala valtl vale, BansmRERING 429 Lakel [52.12
e Btk DI DEpGY Rage vl Vo
GERLAY FANGETS s 155000t 1211
(500 1-1200 Few - bRz Fange 02 UD IO Ry b o . Feu -
5273
600 1-1520 Fev .~ LR FIUDIDE By i | v -
5331
= il DSU E connece o6 a dEp by W IEL ot ppiks fiee Mpit, e [G001-1300 Fev -, Tie UO1D kpbry Fang are dborele NEVE sotied by 2 500 I-1500 Few - EEICE
DSUslalmsine Hate kgt asmoted wh Rk aware T [41401] dkplay. tatshal be aooe 53 dand cecode T lleemrlaleerm ERRE)
dECR € 1O ckyb: vl e SP1porton of e 53332 0T
cksorbed I e HUDD Sectins 3252.1.6.
S uDlchte I e HA E 1, Ry
€11: Fe AR aRUDIDE R By Fa 1ge , Fen.-
WD CE R Upte, Pev.-
TREAIDECIEE WELECICoE BTl el —
EMET, Fev -
Gotc, Pl -
= Tabk 2 skl e 1ied Do ek aige Wil e ot of e Giee 0011500 Fev -, The UDID kpby Fae are dbrete WPV, sotioed by 3 001 EEINCE
dbetete Ve dabe kel FD, R 1, and R, INXT] dkplay, tatshal be aooe s3e dand cecodk T e exterialoe bl

CIECE® VO 0 ULE U e SPI[OMON o7 e B350 05N madie 3
ke oren I e HIVDD S2ctons 32 52.1.5.

500 11520 Fev -, CuDECRT: NprECa RN Er, Fey -
EXEN

Tammy Reeve



