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i nvestigation, including a fingerprint-based crimnal record check in
certain cases, for unescorted access privileges to security areas at
airports. This final rule extends the requirenment for an access

i nvestigation (which is renaned “enpl oynment history investigatiof)

to persons who perform checkpoi nt screening functions at airports and
their supervisors. The final rule also requires airport operators
and air carriers to audit enploynent history investigations. This
final rule is in response to the Federal Aviation Reauthorization Act
of 1996 and seeks to inprove the security of the airport environnment.
EFFECTI VE DATE: Novenber 24, 1998.

FOR FURTHER | NFORMATI ON CONTACT: Li nda Val encia, Ofice of Civi

Avi ation Security Policy and Planning, Civil Aviation Security

Di vi si on, ACP-100, Federal Aviation Adm nistration, 800 |Independence
Avenue, SW, Washington, DC 20591, tel ephone (202) 267-3413.
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Availability of Final Rule



Thi s docunent may be downl oaded from the FAA regul ati ons section
of the FedWorld el ectronic bulletin board (tel ephone: 703-321-3339),
the Federal Register’s electronic bulletin board (tel ephone 202-
512-1661), or the FAA' s Aviation Rul emaki ng Advisory Committee
Bul l etin Board (tel ephone: 800-322-2722 or 202-267-5948).

Internet users may access the FAA's web page at
http://ww. faa. gov/avr/arm nprm nprm ht mor the Governnment Printing
O fice's web page at http://ww. access. gpo. gov/ nara to downl oad
recently published rul emaki ng docunents.

Any person may obtain a copy of this final rule by submtting a
request to the Federal Aviation Adm nistration, Ofice of Rul emaking,
ARM 1, 800 I ndependence Avenue, SW, Washi ngton, DC 20591, or by
calling (202) 267-9677. Comruni cations nust reference the anendnent
nunber of this final rule.

Persons interested in being placed on the mailing list for
future rules should request a copy of Advisory Circular (AC) No. 11-
2A, Notice of Proposed Rul emaking Distribution System which
descri bes the application procedure.

Smal | Entity Inquiries

The Smal| Business Regul atory Enforcenent Fairness Act of 1996
(SBREFA) requires the FAA to report inquiries fromsmall entities
concerning informati on on, and advi ce about, conpliance with statutes
and regul ations within the FAA s jurisdiction, including
interpretation and application of the law to specific sets of facts
supplied by a small entity.

The FAA's definitions of smd| entities may be accessed through

the FAA's web page http://ww.faa.gov/avr/arm sbrefa. htm by



contacting a local FAA official, or by contacting the FAA's Snal
Entity Contact |isted bel ow

If you are a small entity and have a question, contact your
| ocal FAA official. |If you do not know how to contact your |ocal FAA
official, you may contact Charlene Brown, Program Analyst Staff,
O fice of Rul emaking, ARM 27, Federal Aviation Adm nistration, 800
I ndependence Avenue, SW, Washi ngton, DC 20591, 1-888-551-1594.
Internet users can find additional information on SBREFA in the
“Quick Junp” section of the FAA's web page at http://ww.faa.gov and
may send el ectronic inquiries to the followi ng Internet address 9-

AWA- SBREFA@ aa. dot . gov.

Backgr ound
Hi story

Title 14 of the Code of Federal Regul ations (CFR) part 107
prescribes security requirenments for airport operators concerning
access control, law enforcenent support, and the subm ssion of
airport security prograns for FAA approval. Title 14 CFR part 108
prescri bes security rules for U S. carriers who nust adopt and carry
out an FAA approved security program As used in this docunent, the
term*®air carrier” refers to U.S. air carriers conducting passenger-
carryi ng operations.

On COctober 3, 1995, the FAA issued a final rule on Unescorted
Access Privilege (60 FR 51854). The FAA issued the rule primarily in
response to the Aviation Security |Inprovenent Act of 1990. The rule
requires a 10-year enploynent history investigation for certain

enpl oyees, including, if needed, a Federal Bureau of Investigation



(FBI') fingerprint-based crimnal records check. These enpl oynment
checks must be perfornmed for individuals who are granted unescorted
access to a security identification display area (SIDA) and

i ndi vidual s who authorize others to have unescorted access. (See 14
CFR 107.25.) In the preanble to the Unescorted Access Privil ege
final rule the FAA stated that it would continue to evaluate the
civil aviation security systemto determne if further changes were
war r ant ed.

The bonbi ngs of the Federal Building in Cklahoma City and the
Worl d Trade Center Building in New York, along with information
provided by the U S. intelligence community after those incidents,
has indicated that terrorist activities are no longer limted to
areas outside of the United States. Intelligence information
indicates that terrorists are in the United States, working al one,
wor ki ng in ad-hoc groups, or serving as nenbers of established
terrorist groups. In light of the increase in terrorismin this
country, the White House Comm ssion on Aviation Safety and Security
(the Conmi ssion) identified a further need to enhance security at our
nation’'s airports. In its final report, (“Final Report to President
Clinton - White House Comm ssion on Aviation Safety and Security,”
February 12, 1997), the Conm ssion recommended that “G ven the risks
associated with the potential introduction of explosives into these
[airport] areas, ...screeners and enployees with access to secure
areas [shoul d] be subject to crimnal background checks and FB
fingerprint checks.”

In section 304 of the Federal Aviation Reauthorization Act of
1996, Pub. L. 104-264 (the Act), the Congress directed the FAA to

expand the use of both enpl oynent history investigations and



fingerprint-based crimnal records checks. Section 304 of the Act
directs the Administrator to issue regul ations requiring enpl oynent
hi story investigations and, as needed, crimnal record checks for
i ndi vidual s who screen passengers and property that will be carried
in an aircraft cabin in air transportation or intrastate air
transportation. The regulations would al so apply to supervisors of
screeners. The Act also provides the Adm nistrator with the
di scretionary authority to apply these investigations to individuals
who exercise security functions associated with cargo and baggage.
In addition, section 306 of the Act directs the Admnistrator to
provide for the periodic audit of the effectiveness of the crim nal
record checks. The FAA believes that the neasures mandat ed by
Congress will help ensure the integrity of the airport environnment.
In related security nmeasures the FAA, on August 1, 1997, issued
two NPRMs: Airport Security (62 FR 41760) and Aircraft Operator
Security (62 FR 41730). These notices proposed to anend the existing
Airport Security and Aircraft Operator Security rules in 14 CFR parts
107 and 108. In addition these anmendments woul d revise certain
applicability provisions, definitions and terns; reorganize these
rules into subparts containing related requirements; and incorporate
sone requirenents already inplenmented in airport and air carrier
approved security progranms. The comment period on both proposals was
extended to June 26, 1998 (63 FR 19691, April 21, 1998). Nei t her of
t hese proposal s addresses enpl oynment history, verification, and
crimnal records checks. |[|f these NPRMs becone final rules then
§ 107.31 would be renunbered as § 107. 207 and § 108. 33 woul d be

renunbered as § 108. 221.



General Discussion of the Rule

On March 19, 1997, the FAA issued an NPRM proposing to revise
the requirenents for an Enpl oynent History, Verification and Cri m nal
Records Check in 88 107.31 and 108.33 (62 FR 13262). In the notice
the FAA proposed to extend the requirenment for enploynent history
i nvestigations to persons who performcheckpoi nt screening functions
at airports and their supervisors. The addition of screeners only
affects part 108. The FAA al so proposed to require airport operators
and air carriers to audit the enploynent history investigations that
t hey perform under 88 107.31 and 108. 33, respectively.

A new term appears in this final rule. The NPRM used the term
"tenant." The FAA determ ned that the term"tenant" was not accurate
for the purposes of proposed § 107.31. The FAA has defined the new
term"airport user" for the purposes of § 107.31 only. "Airport
user" means those enployers, not subject to §108.33, whose enpl oyees
seek unescorted access privileges to the SIDA. An airport user may
i ncl ude those conpanies that do not have business offices at the
airport, but require access to the airport’s SIDA. Screeners are the
responsibility of air carriers.

The FAA received 27 comments on the NPRM A summary of those
comrents and an expl anation of changes made in the final rule in
response to those comrents appear bel ow under "Di scussion of
Coments." Significant changes between the NPRM and the final rule
i nclude the foll ow ng:

1. Section 107.31(p), Airport user responsibility, was added to
the final rule to accommpdate other changes related to conments

received. Several comments to the NPRM stress the difficulty the



airport operators would have in nmaintaining the investigative files
for all individuals with unescorted access. In the final rule,

§ 107.31(p) allows airport users to maintain the enploynent history
files after the airport operator has perfornmed a prelimnary review.

2. Section 108.33(m, Air carrier responsibility, was added to
clarify for air carriers the designations of responsibility necessary
for conpliance with this rule. This section recognizes the extent of
the air carriers' responsibilities with respect to their enpl oyees
and security screeners.

3. The FAA has reorgani zed the enpl oynent history investigation
by dividing the investigative process into Part 1 and Part 2. This
clarification, which does not substantively change the requirenents,
was added to both 88 107.31 and 108.33. Part 1 of the enpl oynent
hi story investigation entails a review of the enploynent record of
the individual for the past 10 years, and verification of the nost
recent 5 years of enployment. This portion of the enploynent history
i nvestigation my be perfornmed by an airport user, or in the case of
air carriers by a screening conpany. Part 2 of the investigation is
a fingerprint based crimnal record check. |If Part 1 reveals certain
guestionable items (triggers), such as an unexplainedl1l2 nonth gap in
enpl oynment, Part 2 must be perfornmed. It is inportant to understand
that Part 2 of the investigation only occurs if there is a triggering
event discovered during Part 1 of the investigation and the enpl oyer
and the individual agree to go forward with the fingerprint check.

If the airport user chooses not to continue, or if the individual
when requested chooses not to submt fingerprints, then the

enpl oynment history investigation will stop and the individual wll



not be eligible for unescorted SIDA access or to perform or supervise

screeni ng functions.

Di scussi on of Coments

A total of 27 comrents were received in response to theNPRM
Comrenters include airport operators, air carriers and their
respective associ ations, pilot associations, cargo conpanies,
screeni ng conpani es, and food service conpanies. \While nost
comrenters support the intent of the proposed rule to inprove airport
security, many commenters di sagree with specific aspects of the

proposal. Comments are discussed in detail bel ow

1. Scope (88 107.31(a) and 108.33(a))

The FAA proposed a clarifying amendnent (8 108.33(a)(2)) to
ensure that an enploynent history investigation be conpleted for each
i ndi vidual issued an air carrier identification badge that is
recogni zed as “airport accepted” nmedia. By recognizing the air
carrier badge the airport operator authorizes unescorted access
privileges for that individual. Additionally, the FAA proposed
(8 108.33(a)(3)) expanding the applicability of the enploynent
hi story investigation requirenment to include (a) individuals
perform ng screening functions associated with persons and property
entering the aircraft cabin, and (b) individuals holding the two
i mredi at e supervi sory positions above the screeners. This section
continues to apply to those individuals who currently have unescorted

access privilege.



Some comments address the issue of airline issued nedia. Two
commenters state that if an individual has airline issued access
medi a, that nmedia should allow access to SIDAs regardl ess of whet her
it was issued at the individual’s honme airport. One commenter states
that flight crewrenbers should be able to use their conpany
identification for access to the SIDA. Another commenter states that
all air crews should be required to carry airline issued nedia and
that the background checks and audit provisions should apply to such
medi a.

One comment er suggests that the 10-yea background check apply
to issuing officers of airport tenants and contractors, including
screeni ng conpani es.

One comment er suggests that airport tenant service providers
shoul d be allowed to voluntarily obtain a certified standard security
plan fromthe FAA in the same manner currently available to freight
forwarders and cooperative shipper’s associations. Such an approach
woul d all ow the security prograns of tenants to be certified by the
FAA in the same manner as an air carrier’s, thereby streamlining the
adm ni strative process for airport contractors and their tenants.

FAA Response: It is the FAA s intent that the current practice of

recognizing air carrier media by various airport operators as
“airport approved” nedia be continued. The purpose of 8§108.33(a)(2)
is to maintain that current practice and to ensure those air carrier
enpl oyees who are extended such privileges have al so undergone the
sanme enploynent history investigation as others who have SI DA access.
The FAA does not require the creation of an “issuing officer”
nor is there a clear understandi ng of what exactly the job duties are

for a person holding such a position. Since the airport operator is



the only approval authority for granting unescorted access the
regul ati on covers those that m ght be granting such access on behal f
of the airport. Several airport operators are requesting that
airport users limt the nunber of persons who may sign a
certification on behalf of that conmpany. This nmakes sense from an
operational standpoint; however, it is FAAs viewthat this
representative is only indicating the investigation has been
conducted. The representative is not granting unescorted access on
behal f of the airport operator. |If in fact the airport user’s
representative is granting or authorizing unescorted access, the rule
requi res an enploynment history investigation for this person under
8§ 107.31(a).

The NPRM was published to address enpl oynment history
i nvestigations and not for addressing the creation of tenant security
programs; therefore the final rule does not address such prograns.
This issue was addressed in the Airport Security (62 FR 41760) and
Aircraft Operator Security (62 FR 41730) NPRMs, and wi || be further
addressed i n subsequent docunents resulting fromthe NPRMs for
Airport and Aircraft Operator Security.

The FAA will continue to evaluate all elenents of the civil
avi ation security systemto determne if further changes are

war r ant ed.

2. Gandfathering of current enployees (88108.33(a)(3) and (4))

The FAA proposed that all screeners hired after the effective
date of the new regul ati ons would be required to have an enpl oynent
hi story investigation (8 108.33(a)(3)). Retroactive background

checks were proposed in 8§ 108.33(a)(4) for individuals who were hired

10



before the effective date of the rule and who remain enpl oyed for a
year after the effective date.

A nunmber of commenters, including National Air Transportation
Associ ati on (NATA), Regional Airline Association (RAA), Air Transport
Associ ation of Anmerica (ATA), and Air Line Pilots Association (ALPA),
say that requiring enploynent background checks on current screening
personnel and supervisors is not justified because these enpl oyees
have al ready undergone a 5-year verification check and on-the-job
observation. According to these commenters, the proposed requirenent
woul d add unnecessary costs and paperwork w thout increasing aviation
security. The commenters believe these individuals should be
grandfathered into the final rule at its effective date.

Two comrenters, Airports Council International and Anerican
Associ ation of Airport Executives (ACI-NA and AAAE), state that
ai rports which have proactively applied §8107.31 to security
screeners should not have to reissue/revalidate access nedia nor do a
second background investigation for these screeners.

ALPA states that the current rule applies only to those
i ndi vidual s seeking authorization for unescorted access privil eges,
and not to those who were enpl oyed before January 31, 1996.

One commenter requests clarification that §108.33(a)(2) is not
a retroactive requirenent.

One commenter states that it should be made cl ear that
§ 108.33(a)(2), extending background investigation to each individual
who is issued an air carrier identification badge that is accepted by
an airport for unescorted access, applies only to flight crewrenbers

and ot her enployees hired after the effective date. A retroactive

11



application would inpose very significant adm nistrative burdens and
costs on carriers.

Anot her commenter states that enpl oyees with access to the SIDA
wer e grandf at hered when the Access Investigation rule went into
effect, therefore, the time frame for conpliance with the proposed
rul e should be shortened.

FAA Response: The FAA has reconsidered its proposal to require

currently enpl oyed screeners to undergo the enpl oynment history
i nvestigation. The FAA agrees with the comenters who state that
requi ring enpl oynent history investigations of current screening
personnel and supervisors who have already undergone a 5-year
verification check and on-the-job observation would add nore costs
and paperwork w thout providing a conparable increase in airport
security. Further, because of the typically high turnover rates,
much of the screener population will have been subjected to the
expanded enpl oynment history investigation within a relatively short
period. Therefore, the FAA concludes that air transportation
security does not require the retroactive application of this rule to
current screeners and their supervisors.

In response to the commenter requesting clarification about
§ 108.33(a)(2), the FAAconfirnms that it is not retroactive. This
change was proposed in the NPRM and will becone effective upon the
effective date of this final rule.

In response to the commenter questioni ng whet her the
gr andf at heri ng provisions of the access investigation still apply,
this rule does not change that grandfather provision. Those
i ndi vi dual s havi ng unescorted access prior to January 31, 1996, were

grandfathered and this status will continue.
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3. Enploynent history investigation (88 107.31(b)(1) and

108. 33(b) (1))

The FAA proposed replacing the term “access investigation” with
“enpl oyment history investigation.” The 10-year enploynment history
review and the 5-year verification requirenments would remain
unchanged, al though the scope of application would be expanded to
i ncl ude screeners and supervisors regul ated under § 108. 33(a)(3).

VWil e one comrenter supports the term nol ogy change, another
recommends that the existing term nology, “access investigation” be
retai ned because it is understood that the rule applies to those who
may not have access to the SIDA. Also, this change woul d increase
paperwork costs, as well as training costs.

This commenter further states that the workforce wll experience
stress and fatigue due to the delays from expanded background checks.
This, in turn, will result in nore safety problens, as well as the
movenment of potential workers away fromthis industry and towards
conpar abl e paying jobs with no such del ays.

One comrent er recomrends that checkpoint screeners undergo the
sanme enpl oynent background investigations as regul ar | aw enforcenent
officers including performance of a crimnal record check both on
Nati onal Crinme Information Center (NCIC) and | ocal records.

NATA says that the FAA nust clarify which carrier would be
responsi ble for conducting the required checks in cases where severa
carriers share a security checkpoint. The comenter al so seeks
clarification in cases where control of the checkpoint changes from

one carrier to another.
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FAA Response: In response to comments that the term “access

i nvestigation” not be changed due to the costs of changi ng
application fornms and retraining personnel on the term nol ogy, the
FAA did not and is not currently requiring a title be placed on any
regul ated parties application. The FAA purposely did not require the
devel opment of any new forns with the Access Investigation, but

i ndicated the required information could be added to the enpl oyers’
current applications. This final rule adopts the | anguage as

pr oposed.

In response to the commenter who believes that the workforce
woul d experience stress and fatigue due to delays fromthe expanded
background checks, the FAA does not agree that these requirenents
will result in delays that m ght cause stress on the industry. The
enpl oynent history investigations have not been expanded and the

process remnins the sane as it was before. The new popul ati on bei ng

added to the 10-year investigation will soon find the process routine
and will viewit as another step to take prior to perform ng screener
functions.

In response to the comment requesting that screeners undergo the
sanme background check as | aw enforcenent officers, the FAA does not
equate screeners with | aw enforcenment officers. Additionally, the
FAA notes that regulated parties are free to determne, within the
| aw, any standard pre-enpl oynent qualifications deened necessary for
their needs. After an individual has successfully nmet those
requi renments, then the individual would be subject to the FAA
regul ations that apply to the position.

In response to NATA's concern about several carriers having

responsibility at one checkpoint, the FAA assures the conmenter that

14



these situations will be handled in the sane manner they are
currently being addressed for other regulatory issues. The FAA will
rely on the air carriers, their principal security inspectors, and
| ocal FAA agents to continue to determ ne the best nethods to address
conpliance with these regul ati ons.

The FAA has clarified in the final rule the requirenents in
88 107.31(b) (1) and 108.33(b)(1) by explaining that this portion of
the enpl oynent history investigations be referred to as Part 1. Part
1, which is the 10-year enploynment history and 5-year verification,
must al ways be conducted. For reasons discussed in section 60of the
Di scussion of comrents, the National Crine Information Center (NCIC)
is not available for inplenmenting this rule.

Part 2 of the 10-year enploynent investigation isaddressed in
88 107.31(c)(5) and 108.33(c)(5). Part 2 consists of the crimna
records check and is required only when a trigger has been net, but
wi Il not be conducted unless both the enployer and the affected

i ndi vidual agree to proceed with the process.

4. Disqualifying crines (88 107.31(b)(2) and 108.33(b)(2))

The FAA did not propose any changes to the |ist of disqualifying
crinmes; however, some comenters requested changes to the |ist of
di squalifying crines.

Comrenters recomrend that the list of disqudifying crines be
expanded to include the manufacture, possession and use of controlled
substances and crines such as strong armrobbery, theft, auto theft,
and burglary in order to nore closely mrror the crinmes listed in

Part 1 of the Uniform Crinme Reporting Act.
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One comment er suggests that any felony conviction or arrest
shoul d preclude enploynment in security checkpoint positions.

FAA Response: The FAA did not propose and is not expanding the |ist

of disqualifying crines in this final rule. |If regulated parties
want to add anything to their pre-enploynent standards they may do
so. The FAA is aware that several airport operators and air carriers
regul arly conduct | ocal crimnal record checks and it is under the
authority of state or local |aw that such checks are conducted. The
FAA encourages the recognition by all enploying parties of the

di stinction between their pre-enploynment standards and

qualifications, which are separate from FAA regul ati ons.

5. Investigative steps (88 107.31(c) and 108. 33(c))

The FAA proposed no substantive changes to these sections,
however, one commenter requests that the FAA clarify the | anguage of
proposed 8§ 107.31(c)(4), which requires the airport operator to
verify the information on the nost recent 5 years of enpl oynent
hi story. The conmenter believes that the airport operator is
required to have final responsibility for this function but is not
required to verify every single background investigati on done by
enpl oyers.

Anot her comrenter states that the current enpl oyrant
verification process is not effective because of the high turnover
rate in the industry. It is difficult and tinme consunming to verify
if an applicant's supervisor has left the conpany.

For these reasons and because the rule is intended to prevent
i ndi vidual s convicted of disqualifying crimes from obtaining access

to the SIDA or fromperform ng security functions, NATA reconmends
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that verifications be used to ascertain that an individual was not

i ncarcerated in each one-year period. This wll allow affected
conpanies to nmeet the intent of the regulations by determning if a
di squalifying crine has been commtted.

NATA adds that fornmer enployers will limt the enployee
informati on they provide out of fear of lawsuits from enpl oyees
originating fromthe transfer of records, and that would be
count erproducti ve to enhanced security.

Several commenters, including ACI-NA and AAAE, request that the
FAA clarify the enploynent verification process and state what it
considers to be acceptable verification. These commenters reconmend
that the enploynment verification process be standardi zed to ensure
consi stency anmpbng FAA regional security offices.

FAA Response: The proposed rul e | anguage has been nodified in the

final rule to refer to the first stage of the enploynent history

i nvestigation, paragraph (¢ (1) - (4) as Part 1. Paragraph (c)(1)
lists the information that the individual must provide on the
application.

The final rule does require the airport operator to verify the
informati on on the nost recent 5 years of enploynent history. The
airport operator is responsible for ensuring that the verification
has been conpleted. The verification is a portion of the
i nvestigative process. The verification nmay be conpleted by the
airport user, which the airport operator nmay accept through the
certification.

There are many avenues that may be used in the verification
process. The fact that the applicant's former supervisor is not

avai |l abl e does not nean that the owner or other supervisors of the
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conpany could not vouch for the applicant. Persons other than the
i mredi at e supervi sor presumably have access to company enpl oynment
records.

It is unclear to the FAA why fornmer enployers are hesitant to
provi de past enploynent dates. It is not known to be a basis for a
lawsuit to confirm enpl oynent dates. The FAA suspects that liability
i ssues arise when there are nore than just past enploynent dates that
are being requested. To be in conpliance with this regulation only
the confirmati on of enployment dates is required. The enpl oynent
history information required by this final rule fromforner enployers
is the same as required by the current rule.

This final rule was not intended to address the specifics of the
verification process. Future FAA guidance may be provided in another
forumin order to respond to the questions pertaining to the

verification process and acceptabl e docunentati on.

6. Triggers/FBI fingerprint check (88 107.31(c)(5) and 108.33(c)(5))

The FAA proposed only an editorial change to the list of
“triggers.” No additions to the current criteria were proposed.

NATA states that if the airport tenant who is hiring an
i ndi vidual, covered by the background check rule, does not receive
any of the FBI information, how can that airport tenant enployer be
“protected ... fromfuture liability?” For exanple, if a potentia
enpl oyee has no disqualifying crinmes, but has several convictions for
theft, the business wanting to hire this person as a baggage handl er

woul d be unaware of this record.
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One commenter advises the FAA that a crimnal records check does
not provide information on individuals who have resided outside the
U. S

Several comenters state that the 54-day estimate for the FB
fingerprint check is excessive and costly. One comrenter says that
the FAA should ensure that the fingerprint check is conpleted within
30 days. Another commenter adds that after 30 days it is no |onger
viable to keep a new hire on its payroll doing work that does not
require unescorted SIDA access.

FAA Response: As stated, the proposal did not change the

requi renents other than extend themto screeners and screener
supervi sors.

In response to the commenter requesting access to FBI crim nal
records information for airport tenants, the FBI does not allow such
access. The FBI crimnal record informati on may be used only for the
purposes of this rule as stated in §107.31(i). The FAA does not
have the statutory authority to provide access to FBI crim nal
records to anyone other than air carriers and airport operator.

In response to the commenter stating that a crimnal records
check does not provide information on individuals who have resided
outside the U S., the FAA agrees with respect to convictions in
foreign countries. The crimnal records check will provide
information on individuals convicted in the U S. of crines regardless
of where they currently reside. [If an individual has been convicted
of a crinme outside the U S., obtaining that crimnal record is beyond
the FAA's current statutory authority.

The FAA has received many tel ephone calls regarding the current

88 107.31(c)(5) and 108.33(c)(5). Many believe the enployer is
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directed or authorized to conduct a crimnal records check of al

enpl oyees/ potenti al enpl oyees. The FAA cannot stress enough that the
regul ated parties are not to submt fingerprints for a crimna

record unl ess such action has been triggered by one of the conditions
listed in 88 107.31(c)(5) and 108.33(c)(5). However, even with a
triggering event the crimnal record check may not occur if either

t he enpl oyer or the enpl oyee/potential enployee chooses not to go
forward with the process.

In order to assist those seeking to understand this regul ation
the final rule has been anended to reference the fingerprinting
process of the enployment history investigation as Part 2. |If Part 2
of the enploynment history investigation occurs, only part 107 airport
operators or part 108 air carriers are statutorily permtted to
request a conparison of fingerprints against crimnal files
mai ntai ned by the FBI. Airport users or screening conpanies who w sh
to proceed with a crimnal record check for enployees or potenti al
enpl oyees wi |l make such a request of the FAA through the appropriate
airport operator or the air carrier.

The FAA has changed the wording in these sections to acknow edge
that not everyone has a crimnal record. The final rule reflects
that the subm ssion of fingerprints once collected will be conpared
with the FBI's crimnal files to see if a match exists and a cri m nal
record is avail abl e.

The FAA agrees with comenters who indicate the turnaround tine
for receiving record information is too long. The FAA will continue
inits attenpts to ensure a speedy return for all fingerprint cards
submtted. The FAA is confident that once an automated fingerprint

processing systemis fully inplenented, the turnaround tinme wll
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greatly inprove. The FBI has indicated to the White House Conmmi ssion
on Aviation Safety and Security that the turnaround tine will be at
nost seven days.

The FAA will keep the regul ated parti es abreast of any
devel opnments regardi ng the automated processing. C earinghouse

services may be sought by the FAA to assist those regulated parties

who will be transitioning to automated fingerprint processing. The
FBI determ nes the cost of processing fingerprints and will notify
the FAA of any cost increases. The FAA will in turn notify the

regul ated parties of those costs. For further discussion of this
i ssue, see the Regul atory Eval uation

Regardl ess of the fingerprint processing utilized, either
t hrough el ectronic transm ssion or not, the requirenents of
88 107.31(c)(5) and 108.33(c)(5) remain the sane.

Several commenters brought up the use of the NCIC. Title 49
U S.C. 8 44936 states that “if the Adm nistrator requires an
identification and crimnal record check, to be conducted by the
Attorney General, as part of an investigation under this section, the
Admi ni strator shall designate an individual to obtain fingerprints
and submt those fingerprints to the Attorney Ceneral.” There was
not and there still is not any intention of confirm ng crimna
records by nane alone. As previously noted by the FAA and the FBI
the use of NCICis not a definitive nmeans of identification and is

not authorized to satisfy the requirements of this rule.

7. Individual notification (88 107.31(d) and 108. 33(d))
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The FAA proposed requiring the regulated party to identify a
poi nt of contact when it notifies an individual that a crim nal
records check will need to be conducted.

One commenter recomrends that this section specify how the
af fected individual should be notified prior to conmencing the
crimnal records check, i.e., should notification be in witing and
be acknow edged by the affected individual in witing and by
si gnature.

FAA Response: The FAA believes that oral notification should be

adequat e, but understands that sone regul ated parties nay choose to
handl e such a matter with witten notification and acknow edgenent by
the affected individual. This business decision is not appropriate

for and will not be addressed in this final rule.

8. Fingerprint processing (88 107.31(e) and 108.33(e))

The FAA proposed changi ng paragraph (e)(1) (formerly paragraph
(i)(1)) to clarify that only fingerprint cards approved by the FBI
and issued by the FAA may be submitted. A change to paragraph (e)(5)
was proposed to reflect the increase in the processing cost. The
proposed paragraph did not state an actual dollar anmount. The FAA
al so proposed that the applicable fee would be provided through the
| ocal FAA security offices.

ACI - NA and AAAE state that the first sentence of §107.31(e)
should read “If finger-print based crimnal history check is required
pursuant to paragraph (c)(5), the airport operator....”, to ensure
that it is understood that fingerprints do not need to be taken until

i ndi cated by one of the triggers.
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The same commenter states that obtaining fingerprints under the
direct observation of the airport operator or |aw enforcenent officer
is inconvenient for those airports without on-site facilities. It
shoul d be acceptable to utilize | ocal police departnment personnel
whose activities and expertise are acceptable by |ocal, state and
federal courts.

Two comrenters, including ACl-NA and AAAE, express concern that
FAA | ocal offices m ght add charges to the rate of processing
fingerprints. One of the commenters proposes that a flat rate be
retai ned or that changes in the future be inplenented only after a
public hearing or formal consultation with air carriers.

One comenter states that the FAA and FBI should work together
to expedite devel opment of and direct access to the FBI’'s Integrated
Automat ed Fingerprint Identification System (I1AFIS) by | aw
enf orcement agenci es supporting airports.

FAA Response: The |l ead-in sentence of 88 107.31(e) and 108. 33(e)

has been changed in the final rule to clarify that the fingerprint
processing requirements nust be conplied with “if a fingerprint
conmparison i s necessary” under 88 107.31(c)(5) and 108.33(c)(5). A
fingerprint conparison, Part 2 of the enploynment history

i nvestigation, is required only if one of the triggering conditions
occurs in Part 1 of the enploynent history investigation.

Local police departnents are considered | aw enforcenent officers
and by current regulation may assist in the collection of
fingerprints. This option has not been changed in the final rule.

As stated earlier the designated rate for processing each
fingerprint card is determ ned by the FBlI, conveyed to the FAA and

will be passed on to the regulated parties. The FAA does not add any
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of its own adm nistrative costs or user fees. \Wen the FBI
determ nes an increase is necessary it will formally notify the FAA
The FAA national headquarters will receive information on fees and
forward it to the regulated parties via the |local security field
offices. The cost is determned by the FBI and is not negoti abl e.
The purpose of having the | ocal FAA security offices advise the
regul ated parties of the fee is to prevent the need to go through the
prol onged process of rul enaking to make such an announcenent. Fees
are periodically changed by the entities providing the services.
Regardi ng the comrent on providi ng expedited access to | aw
enforcenment agenci es supporting airports to the FBI's | AFIS, the FAA
is aware such work is in progress. However, the | aw enforcenent
officer's access to | AFI S exists for |aw enforcenent purposes only

and is not accessible for enploynment history investigations.

9. Determination of arrest status (88 107.31(f) and 108.33(f))

The proposed rul e made no changes to the current requirements in
88 107.31(f) (formerly paragraph (j)) and 108.33(f). No comments

were received on these requirenents.

10. Corrective action by individuals (88 107.31(h) and 108.33(h))

The FAA proposed no substantive changes to 88 107. 31(h)
(formerly 8 107.31(k)) and 108.33(h) (fornerly 8108.33(g)). No

comrents were received on these requirenents.

11. Enpl oynent status while awaiting crimnal record checks

(§§ 107.31(j) and 108.33(j))
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The FAA proposed for § 108.33(j) that those individuals applying
for screening functions and screening supervisory positions would not
make i ndependent judgments until their enploynment history
i nvestigations are conpl eted which includes a crimnal record check
i f needed. Sections 107.31(j) and 108.33(j) sinply restate the
current requirenent to escort those who are seeking, but have not yet
been cl eared for unescorted SIDA access.

Several commenters express concern that escorting newmy hired
wor kers who are awaiting clearance will put a burden on current
enpl oyees, especially if staffing shortages occur.

One commenter says that the neaning of 8108.33(j)(2),
“...applicants... nust not exercise any independent judgnents
regardi ng those functions” is unclear and that it should be
rewitten.

FAA Response: The FAA believes that sone commenters have

m sunder stood the requirenents for initiating a crimnal record
check. Only those persons who neet at |east one of the triggers are
required to submt fingerprints for a crimnal record check (Part 2)
in order to further pursue their considerations for performng
screening functions. The FAA assunes this will not be the typica
case. I f the individual has no need for a crimnal record check
then the only waiting period is for the conpletion of the enpl oynent
hi story verification portion (Part 1).

In response to the request for clarifying the | anguage that
screeners “shall not exercise any independent judgnments....”, the FAA
refers the commenter to that portion of the security program dealing

with initial training of screeners for further clarification.
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12. Recordkeeping (88 107.31(k) and 108. 33(k))

The FAA proposed that only direct enployees of airport operators
and air carriers nmay carry out responsibilities related to
requesti ng, processing, maintaining and destroying crimnal records.

Several commenters, including ACI-NA and AAAE, disagree
with the proposal requiring crimnal record responsibilities to be
carried out only by direct airport operator enployees, excluding
contract personnel. One comrenter states that this proposal wll
prevent airports fromcontinuing to use | aw enforcenent officers,
whi ch clearly does not conprom se security.

The same commenters state that precluding the use of contractors
wi Il inpinge upon the airport operator’s authority to carry out a
federal mandate in a confidential, efficient and econon ¢ nanner.

One comenter petitions the FAA to request reconsideration by
the FBI and to strike this Iimtation.

ACl - NA and AAAE requests that theregulation contain an
accept abl e nethod of destruction of crimnal and enpl oynment
background investigation files.

NATA reconmends that the FAA “seek the sane |egislative
solutions as found in the Pilot Records Act” to protect past and
prospective enpl oyers subject to liability that is associated with
the sharing of sensitive infornmation

One commenter asks if the airport operator nust obtain records
for only those enpl oyees of tenants who have had the crim nal record
checks performed or for all enployees of tenants with SI DA access.

Anot her comrenter states that the NPRM should be nore specific

in defining “where the air carrier’s responsibility for file
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mai nt enance begins and the airport operator’s ends.” Also
clarification is needed about whether the air carrier or airport
operator will be responsible for maintaining the files of an air
carriers’ sub-contractors and sub-tenants.

FAA Response: In response to commenters’ desire to use contractors

the FAA has not changed the final rule concerning the handling of
crimnal records by direct enployees only. The information contained
in the crimnal records is under the custody of the FBlI and they
determ ne how the information will be handl ed. The FAA has been in
contact with the FBI to confirmthis limtation regarding the
handl i ng by direct enployees. The FBI restrictions are contained in
FBI regul ations and nodifications to FBlI interpretations are not
currently being considered.

Furthernmore, with respect to using contractors since the
regul ation requires a crimnal record be processed through the FAA it
remai ns uncl ear what services a contractor is providing to the
regul ated parties that are necessary for conpliance with this
regul ati on.

In response to the comment about destruction of crimnal records
the FBI does not currently have a standard regarding the destruction
of those records. Wth respect to destruction of enploynment history
i nvestigation files the FAA does not generally prescribe neans of
destroyi ng records no | onger necessary for regulatory conpliance.

Di scussion with the |local FAA offices mght be beneficial to
determ ne a neans of appropriately destroying both types of records.

Wth respect to NATA's recomendati on the FAA does not consider
the informati on needed for this regulation to be sensitive. This

rule only addresses the collection and confirmation of enpl oyment
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dates, which are generally not considered confidential information.
The FAA does not agree that information required for this regulation
necessitates | egislation.

Additionally, the contents of the investigative file should
contain only the information required for conpliance with this
regul ation. No personnel related materials, such as insurance papers
or training records need be included in the investigative files or
ot her information which m ght be construed as sensitive. The airport
user is strongly encouraged to redact information in the
i nvestigative files that is not related to the requirenents of this
regul ation. The FAA believes that if only the information required
for conpliance with this regulation is contained in the investigative
file, then any concerns about liability issues would be resol ved.
There is no requirenent that the airport user provide original
paperwork to the airport operator, however, the paperwork provided
must be a truthful rendition of the record.

The comrent requesting clarification on the maintenance of files
for those contracted by the air carriers has been addressed in this
final rule. The FAA specifically holds the air carrier responsible
for the screening conpanies it hires to performits screening
functions. The air carrier may del egate the perfornmance and
mai nt enance of Part 1 of the enploynment history investigation files
to screening conpanies but the air carriers remin responsible for
conpliance with this final rule. Only the air carrier’s direct
enpl oyees are to maintain Part 2 investigative files.

For clarification on the maintenance of files the FAA would |ike
to point out for those airport operators who accept certification

fromair carriers, for screeners requiring unescorted access, that
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Part 1 of the enploynment history investigation will be naintained by
the air carriers. Additionally, air carriers are required to conduct
self-audits and they are subject to regulatory audits performed by
the FAA. These audits are intended to assist air carriers with
conpliance regarding this rule. Only air carriers, and not airport
operators, have the regulatory responsibility to conduct enpl oynent
hi story investigations on individuals seeking to perform screening
functions under this rule.

In this final rule the airport operator nust, at the tine it
accepts a certification, collect the conpleted investigative file and
either maintain or delegate through the certification, the
mai nt enance responsibility to the airport user. If the airport user
mai ntains the investigative file the rule requires the airport
operator to conduct a prelimnary review of the file to ascertain
that it is conplete. The prelimnary review would lead to the
rejection and return of those files that appear to be inconplete.
Any rejections due to inconpleteness should in no way inhibit re-
subm ssions by the airport user after the application has been
conpleted. The prelimnary reviewis different fromthe auditing
process where the investigative file is assessed for accuracy and
confirmation that the information was verified.

The airport operator may accept a certification fromthe air
carrier, but need not receive the investigative file. The air
carrier is separately responsible under §108.33 for maintaining

appropriate enploynent investigative files.

13. Continuing responsibilities (88 107.31(1) and 108. 33(1))
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The FAA proposed that individuals who have been cl eared for
screeni ng or supervisory functions or unescorted SIDA access will be
obligated to report thenselves to their enployer if they are
subsequently convicted of any disqualifying crime. The FAA al so
proposed that the tenant or contractor enployer nust report to the
airport operator or the air carrier that an individual my have a
possi bl e conviction of a disqualifying crinme. Additionally the FAA
proposed that once the airport operator or air carrier receives this
information it nust determ ne the status of the conviction and take
appropriate action if the conviction is confirned.

One comenter states that this proposal is nmeaningl ess because
it inposes no penalty on the individual for nonconpliance. The
enpl oyee has nore incentive not to report since a |oss of SIDA access
woul d probably result in the |oss of the enployee’s job.

The comrenter also questions if the FAAis requiring that a
fingerprint check be done on individuals to investigate fel ony
convictions that may have occurred after the initial enploynent
check.

FAA Response: The comrenter is incorrect as there is potential for

a civil penalty under 14 CFR part 13 on this section as well as on
all sections of the security regul ations.

The FAA understands that individuals who report thenselves wll
| ose their unescorted access privileges. The FAA also is aware of
the potential for obtaining other positions at the airport that do
not require unescorted access privileges, many tinmes with the sane
enpl oyer. The sane may not be true with those individuals seeking

positions as screeners.
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There is no regulatory authority to request nor is there a
regul atory responsibility to obtain a fingerprint based crim nal
record check after the initial enploynment check has been conpl et ed.
However, the airport operator and air carrier are obligated to conply
with 88 107.31(e)(2) and 108.33(e)(2) to determne if there is a
conviction. The FAA would al so point out that a conviction of a
felony is not automatically disqualifying. Only a conviction of one
of the crinmes listed in 88 107.31(b)(2) and 108.33(b)(2) is
di squal i fyi ng.

In this final rule the FAA added 8§ 107.31(p) (1) which also
requires airport users to notify the airport operator if information
becones available to themregarding a possible conviction of a

di squalifying crine of one of their enployees.

14. Exceptions (§ 107.31(n))

The FAA proposed that the exception to the enploynent background
i nvestigation requirenment for individuals who have undergonea U. S
Custons Servi ce background investigation would no | onger be
recogni zed.

One commrent er suggests that the proposal to renpve the Custons
exception should result in a coordinated effort between the Custons
Service and the FAA to create one investigation process that would
meet the requirenents of both agencies.

NATA states that the renoval of the exception will result in a
redundant check for many enpl oyees requiring SIDA access that al so
operate in Custonms areas. NATA adds that the FAA needs to provide
further explanation why the Custons background check no | onger neets

the requirenents of the FAA regul ations.

31



ACl - NA and AAAE agree with the renoval of the Custons exception
and states that the FAA should clarify that a new background check is
not necessary for those individuals who were authorized through
acceptance of the Custons Service background check before this rule
t akes effect.

FAA Response: Si nce publication of the unescorted access privil ege

rule the FAA has determ ned that the Custonms Service background
checks are not perfornmed in a standard manner nationally. Custons
regul ati ons do allow for variation. The FAA has made the

determ nation that due to the variation within the Custons Service
the FAA will no |onger recognize the background checks perforned by
t he Custons Servi ce.

Since the Custons Service and the FAA serve different functions
having different m ssions and obligations it is unlikely that the two
agenci es could nmesh their requirenments for one background
i nvestigation.

Those individuals who were granted unescorted access based on
the Custons background check prior to the effective date of this rule

wi |l be grandfathered as noted in § 107.31(m(4).

15. Investigations by air carriers and tenants (8107.31(n))

The FAA proposed that when the airport operator chooses to
accept a tenant’s certification the airport operator must collect and
mai ntain the entire enploynment history investigation file.

Several commenters oppose the proposal that airport operators
collect and maintain the entire history background investigation

files because it would inpose substantial adm nistrative, filing,
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storage, and cost burdens on the airport operator, while offering
m ni mal security justification.

ACl - NA and AAAE state that this requirenment will nake the
airport operator |liable for these records and their accuracy, which
shoul d be the responsibility of the air carriers and tenants.

A comrenter states that the proposal would require the
di ssem nation of confidential and personal information to nore than
one hundred airports, increasing the possibility of unauthorized
di scl osure.

RAA recommends that the enployer maintain a copy of the
background enpl oynment investigation files at a central |ocation while
meki ng them avail able for FAA audit. This would neet the needs of
the FAA and protect the privacy of individual enployees. O her
comrenters suggest that airport tenants should maintain their
enpl oyee background check records at a location in the airport where
they will be available for random inspections by the airport operator
or FAA

Two comrenters state that requiring the airport operator to
mai ntain and control witten records for air carriers and their
contractors is redundant since air carriers are required under
§ 108.33(m (1) to have such files avail able on-airport.

A comrenter states that airport operators should not be
responsible for foreign air carrier conpliance and that the FAA
shoul d audit part 129 operators. In addition, the FAA should audit
and hold accountable tenants with approved Tenant Agreenents.

One comenter raises the issue of discrimnation against foreign
flags since under 8§ 107.31(n) only foreign air carriers and tenants

woul d be required to provide anentire enploynent background
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i nvestigation file. The comenter asks whether this will be an
automatic audit of all foreign air carrier subm ssions.

One commenter asks if the airport operator nust obtain records
for only those enpl oyees of tenants who have had the crim nal records
check perfornmed or for all enployees of tenants with SI DA access.

Anot her comrenter states that the NPRMis confusing because
§ 107.31(k) appears to require airport operators to retain air
carrier enploynent application and background investigation
verification records, while 8 107.31(n)(2) seens to require only
conpl eted tenant enpl oynent background investigation files to be
obt ai ned by the airport operator.

A commenter requests that the FAA clarify that if the file is
i nconplete and rejected, there is no liability for |loss of enploynent
caused by the airport operator’s action.

A commrent er asks whet her the original background investigation
file or nerely a copy should be submtted to the airport operator and
asks “[i]f the original is submtted, will this then relieve the
carrier of the audit by the FAA?”

Anot her commenter states that the rule should be nodified to
require airport operators to accept the air carrier’s certification
that a background check has been perforned. This comenter adds that
with the adoption of § 108.14 carriers are fully liable for
falsification. Carriers should only have to conformto a single set
of regulations rather than different requirenments at different
airports.

FAA Response: In response to comenters who say they will suffer

econom ¢ hardship if they are required to maintain the enpl oynment

history files for all persons granted unescorted access, the FAA has
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nmodi fied these requirenents in the final rule. VWen an airport
operator has accepted an airport user’'s certification, the airport
operator then conducts a prelimnary review of the investigative
files of those individuals who are naned in the certification. After
the prelimnary review of each enploynment history file the airport
operator may return the file to the airport user to maintain as
agreed to in the certification. Consistent with comon busi ness
practices, airport users have the space, equipnment, and the personnel
to handle their normal enploynment application paperwork. This rule
requires certain information be collected for conpliance with Part 1
of the investigative process. The FAA has viewed exanpl es where the
needed information is provided in 4 pages or less. Therefore the FAA
is confident that the airport user will not experience any additional
burden in maintaining the paperwork required. Providing the airport
user with the opportunity to maintain Part 1 of the investigative
file should alleviate anyone’s concern about liability. G ven the
requi rements of this regulation the required investigative file wll
| ack confidential and personal information normally associated with
enpl oynment applications.

It is true, however, that Part 2 of the enploynent history
i nvestigation, when required, will be conducted for the airport users
entirely by the airport operator. So there may in fact be limted
filing for the airport operator; however it would be far | ess than
t he NPRM had proposed.

Two comrenters m sunderstood the NPRMto state that the airport
operators would maintain the files of part 108 air carriers. This is
not the FAA's intent. The airport operator is not expected to handle

any air carrier investigative files kept in conpliance with this
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rule. The airport operator is only expected to keep the
certification offered to them by the part 108 air carriers regarding
unescorted access privileges. There is no expectation that the
airport operator will conduct a prelimnary review of the air carrier
investigative files. The part 108 air carriers as regul ated parties
will be responsible for all investigative files pertaining to those

i ndi vidual s granted unescorted access.

The final rule also responds to comrents concerning foreign air
carriers. The FAA' s policy does not discrimnate against foreign air
carriers. At the present tinme the FAA has no other neans to reach
the part 129 air carriers other than to view them as airport users
and it is inperative that the security regulations apply to everyone
who has access to an airport. Accordingly, the final rule all ows
more flexibility regarding the investigative files and offers relief
to the part 129 air carriers. The final rule will allow the part 129
air carriers to maintain their own enployees’ files but keeps in
pl ace the airport’s authority to ensure only those individuals who
have been properly vetted will have access to the airport’s SIDA.

The final rule will elimnate the need for making copies of the

i ndi vidual’s enpl oynent investigative file. The decisionis upto
the part 129 air carrier to offer a certification regarding the
conpl etion of an enploynent history investigation on an individual
seeki ng unescorted access and at the discretion of the airport
operator to accept it. The airport operator will conduct the
procedures associated with Part 2 requirenents for the part 129 air
carriers, as it will do for other airport users.

In response to the comment that there is discrimnation against

foreign air carriers the FAA enphasizes that all investigative files
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are subject to audits by the FAA to ascertain conpliance with the
regul ati on.

Anot her commrent er expressed concern about inconplete or rejected
files. In such instances the airport operator should advise the
airport user that the paperwork is inconplete so that the airport
user and the affected individual would then have an opportunity to
conplete the paperwork. The air carriers are rem nded that there is
no obligation for the airport operators to accept certifications.
The final rule states in § 107.31(n) that the operators are in
conpl i ance when they accept the certification.

Practical reasons dictate the enploynment history investigative
files for screeners be located at the airport and not the air
carriers’ corporate offices. The main reason centers on | ogistics.
The files need to be available to | ocal FAA agents with regulatory
responsibility to inspect records for conpliance. Each |ocation
shoul d therefore have an air carrier representative naned to handle
the sensitive issues that may arise relative to Part 2 of the

enpl oynment history investigations.

16. Airport operator/air carrier responsibilities (88107.31(0)(1)

and (2) and 108.33(m (1) and (2))

The FAA proposed no changes to the requirenent that the airport
operator designate the airport security coordinator (ASC) responsible
for reviewing and controlling the results of the enpl oynent
background investigations and for serving as the contact to receive

notification fromindividuals of their intent to correct their
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crimnal record. The FAA proposed changing 88 107.31(g)(1) and (2)
to 88 107.31(0)(1) and (2).

The FAA proposed a new § 108.33(nm). Proposed paragraph (m (1)
would require the air carrier to designate an individual at each
airport to control and maintain the enploynment background
i nvestigation files for individuals for whomthe air carrier has nade
a certification to the airport operator. Proposed paragraph (m(2)
would require the air carrier to designate an individual inits
security programto control the enpl oyment background investigation
files of individuals for whomthe air carrier conducts
i nvestigations, including screeners and their supervisors.

Comments received on proposed 88 107.31(0)(1) and (2) and
108.33(m are as follows:

ACI - NA and AAAE states that the ASC should be permtted to
designate other airport security staff or security contractor staff
to fulfill the ASC role. The commenter states that it is not
feasi ble at many airports for one or two individuals to acconplish
these tasks and, therefore recomrends that the words “or designee” be
inserted after “Airport Security Coordinator” in 8107.31(0)(1) and
(2).

The same commenter states that airport tenants should be
regul ated directly by the FAA rather than laying the entire security
enforcenment responsibility for them upon the airport operators.

The same commenter adds that the “legal inplications and
liabilities associated with airport operating municipalities, states
or other entities becom ng involved in the enploynent practices of

private conpanies should be fully explored.”
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Anot her comrenter recomrends that part 107 require airlines to
decl are a sponsor for the contractor who would be responsible for the
background investigations, audits and mai ntenance of its files.

Two comrenters state that the proposed regul ati on does not
clarify who is responsible for ensuring that the background
i nvestigations and audits are conpleted for contractors and screening
conpani es who service several different airlines at the sanme airport.
According to these comments, at many airports the responsibility of
contracting with a contractor falls on an informal “consortiuni of
multiple carriers, or on individual airlines on a rotating basis.

The comrents suggest that the FAA treat screening conpanies in the
sane manner as other airport tenants by requiring each screening
conpany to provide a certification directly to the airport operator.

A comrent er suggests that the regul ations include a provision
permtting the air carriers to review, audit and exerci se other
oversi ght functions regarding the airport operator’s handling of the
screener background investigations. This would allow the air
carriers to discharge their responsibility to maintain ultimte
control of the screening function.

A comrenter recomends that the FAA establish procedures for air
carriers to notify the FAA of central |ocations where records are
mai nt ai ned; designate the corporate offices which maintain the
records; be required to make the records avail able for FAA
i nspection; and be required to audit the enpl oynent background
i nvesti gati ons.

A comrenter raises the issue of the threat of |itigation against

air carriers resulting fromdisclosure and states that the files mnust
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be kept in a secure location in the air carrier’s human resources
of fice.

A comrenter states that storing the background investigation
files should be the responsibility of the firm conducting the
background check. Another comenter proposes that the enpl oynment
background investigative records be kept on file by a FAA Central
Records Ofice to alleviate conplications when a security cleared
person changes | obs.

Anot her commenter states that, if the FAA decides to establish a
certification program for screening conpani es, those conpani es woul d
be permtted to receive crimnal history information fromthe FBI and
could maintain their own background information files. The commenter
states that requiring the air carrier to receive personal and
confidential crimnal history information dealing with the enpl oyee
of another conmpany is both unreasonabl e and unethical .

One commenter supports the proposal in 8§8108.33(m that air
carriers designate an individual at each airport to maintain and
control enploynent background investigation files. Currently
enpl oynment background audit attenpts by Airport Authority police
i ndicate that records are usually maintained at each airline general
office and are inaccessible or not available for a tinmely review

One comenter states that the rule should be nodified to require
airport operators to accept the air carrier’'s certification that a
background check has been perforned. Furthernore, with the adoption
of 14 CFR § 108.14 (sic), carriers are fully liable for
falsification. Carriers should only have to conformto a single set
of regulations rather than different requirenments at different

airports.
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FAA Response: In response to the comment about permtting designees

to fulfill the role of ASC the FAA has already devel oped a policy for
the use of designees by ASCs. This policy remains in effect for this
final rule.

The FAA is unsure why ACI-NAA and AAAE believe the airport would
be liable for "enpl oynment practices” of private conpanies. The
private conpany may, within certain limts, enploy anyone it w shes.
The federal regulations apply to those seeking to perform specific
job functions. If the individual cannot fulfill a specific job's
requi rements, in conpliance with the federal regulation, the conpany
may still enploy the individual in another capacity. Therefore the
enpl oyability of the individual rests with the private conpany and
not the airport operator.

I n addressing the comment about sponsorship the FAA under st ands
that some contractors may only seek unescorted access for one carrier
and for a short duration of time. The FAA's only concern is that one
of the regulated parties nmust be responsible for those individuals.

In response to the two coments regarding the i ssue of who is
responsible for airport users the FAA reiterates that the airport
operators are responsible for the security of the airport. The air
carriers are responsible for their direct enployees and those
screeni ng conpanies they hire to perform screening functions.
Furthernore, it is the airport operators' responsibility to conduct
the enpl oynment history investigations and to performthe audits of
any contractors other than screeners. This regulation allows the
airport operator to consider contractors as airport users. This
regul ation likewi se allows the airport operator to maintain the

enpl oynent history files of those seeking unescorted access if the
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airport operator so chooses. The FAA |eaves to the discretion of the
ai rport operator whether or not the air carrier should take
responsibility for certain contractors, other than screeners. The
FAA encour ages di scussi on between the airport operators and the air
carriers regarding other air carrier contractors.

In response to which air carrier would be responsible for
screeni ng conpanies servicing nultiple air carriers at one airport
the FAA suggests that the air carriers use the sane | ocal procedures
which are currently used for other security conpliance issues. |If
there is reason to believe the sane procedures cannot be used then it
is recommended that all pertinent parties neet to develop a new
procedure which is satisfactory to all, just as was done to create
the current procedures.

It is the responsibility of the air carriers that hire screening
conpani es to conduct, audit and exercise requisite oversight
functions of the screening conpanies. The final rule states these
responsibilities in 8 108.33. Since the part 108 air carriers are
charged with maintaining enpl oynment history investigation files the
FAA will work closely with themregarding the exact | ocation of the
files. The FAA wishes to clarify that nothing in this final rule
requi res or authorizes the Airport Authority Police to audit screener
enpl oynment history investigative files.

One comenter indicated the investigative files should be the
responsibility of the firmthat conducts the background check. The
FAA wi |l assunme this comrent concerns those private conpanies that
perform pre-enpl oynent background checks for airport users. |If those
conpani es are also performng Part 1 of the enploynment history

i nvestigations for this rule they are doing so at the request of the
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airport users. |If the airport operator has del egated the conduct of
Part 1 of the enploynment history investigation to the airport user,
then the user, under certification, will nmaintain the files on behalf
of the airport operator. This rule does not address any further

del egation for the maintenance of Part 1 files. |If certifications
are accepted by the airport operator certification requirenments nust
be met. The responsibility to delegate or not del egate nmi ntenance
of the investigative files rests with the airport operator.

One comrent er questioned why the FAA did not provide screening
conpanies with the authority to receive crimnal records. Screening
conpani es are not authorized to have such access by 49 U S. C
§ 44936. This commenter also believed it was “unreasonabl e and
unethical” for a carrier to receive confidential crimnal record
i nformati on on anot her conpany’s enpl oyee. The FAA does not agree
with this cooment. For a discussion of these issues see sections 6
and 12 of the Discussion of Comrents.

It was not the intent of the FAA in the unescorted access rul e,
nor is it the intent of this rule, to require the airport operators
to review the enploynent history investigative files of air carrier
enpl oyees seeki ng unescorted access. The certification process was
i ntended to handl e the request and granting of unescorted access
between air carriers and airport operators. However, the FAA w ||
not renmove the airport operators’ prerogative to protect its
property. The FAA audits and the air carrier’s self-audits should
supply sufficient assurances that conpliance with this regulation is
being met. The FAA encourages airport operators to rely on the air

carriers’ certification.
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The FAA has expanded the air carrier's responsibilities listed
in 8 108.33(m. This paragraph lists the points of contact required
for notifications and mai ntenance of Parts 1 and 2 of the enpl oynent
hi story investigative files for both direct enployees and screening

conpany enpl oyees.

17. Audits of background investigations (88 107.31(0)(4) and

108. 33(m) (5))

Proposed 8 107.31(0)(4) would require the airport operator to
audit the enpl oyment background investigations performed in
accordance with this section, except those enploynent background
i nvestigations of air carriers certifying to the airport operator
conpliance with 8§ 108.33(b). Proposed § 108.33(nm)(5) would require
the air carrier to audit the enpl oyment background investigations.
The audit process would be set forth in the air carrier approved
security program

Many comrents were received on the audit requirenments. Mst of
the coments expressed a concern that entities should be required to
audit only those investigations concerning their own personnel.

ATA and ACI - NA and AAAE believe that the FAA should audit
airport operators, air carriers, and screening conpani es, oncethey
are FAA certificated, independently for conpliance with the
regul ati ons. According to conmmenters, a FAA audit woul d ensure that
audit procedures do not vary anong regions and agents.

Some commenters state that requiring regular audits of al
background investigations would be time consum ng and costly with no

correspondi ng i ncrease in security.
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FAA Response: The FAA's intent is to ensure a nmeans d eval uating

enpl oynment history investigation records and to confirmthe validity
and accuracy of the information they contain.

In addition to the self-audits, required by 49 U S. C
8§ 44936(a)(3), the FAAw |l also be conducting audits of airport
operators, and air carriers. Screening conpanies wll be audited by
the responsible air carrier. FAA audits when conducted on screening
conpanies will be considered as part of an audit on the responsible
air carrier.

The FAA has carefully considered all caments on the audit
requi renments. Most of these comments are specific and apply to the
self-audit procedures that will be set forth in the air carrier and
ai rport approved security prograns. The FAA will provide an
opportunity to conmment on the specifics of the audit process in
accordance with 88 107.11 and 108. 25.

Section 306 of the Act also directs the FAA to provide for the
periodic audit of the effectiveness of the crimnal records checks.
The FAA in its oversight capacity has previously conducted audits and
will continue to conduct audits on enploynment history investigations.
The FAA views self-auditing as a valuable tool which can assist the
regul ated party in effective rule inplenmentation. The final rule
requires air carriers and airport operators to audit their enploynent
hi story investigations. The self-audit requirenments apply to both
Part 1 and Part 2 of the enploynent history investigation.

This final rule provides, in general terns, information on
audits to be conducted by regul ated parties on enpl oynment history
i nvestigations. The audit functions pertaining to the enpl oynment

hi story investigations have inportant security benefits however, for
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security reasons, the exact auditing procedures cannot be described
in a public docunent. Therefore the specific requirenents regarding

the audits will be proposed as amendnents to the security prograns.

18. General - Cargo and Baggage Operati ons

The FAA requested comments on whether to expand the enpl oynment
hi story investigation requirenment to include persons who perform
security functions related to cargo and baggage outside of the SIDA.
In general, comenters who responded to the FAA s question opposed
such an expansion, and several stated that to include such a
requirement in a final rule would violate the Adm nistrative
Procedures Act.

FAA Response: Whi |l e Section 304 of the Act provides the

Admi ni strator with discretionary authority to require enpl oynent
hi story investigations for other individuals who exercise security
functions associated with baggage or cargo, the FAA did not propose
to expand the requirement for such investigations beyond checkpoi nt
screeners and their supervisors. As explained in the preanble to the
proposed rule nost air carrier baggage and cargo personnel currently
have unescorted access to the SIDA and thus are currently subject to
access investigations.

If the FAA had received comrents supporting the inclusion of
t hose who perform security functions outside the SIDA, related to
cargo and baggage, the FAA woul d have addressed that concern in a
separate NPRM However, conmments were insufficient to support the
need for an additional proposal. Therefore, the FAA has deci ded not

to expand the requirenent.

46



19. Summary of Economi ¢ Comments

This section summari zes the econom ¢ comments and the FAA's
responses. A detailed discussion of these coments and responses is
contained in the full regulatory evaluation in the docket for this

final rule.

a. Comments related to extending crimnal background checks for

screeners.

Two comrenters state that the FAA's use of 54 days for the
length of time to performfingerprint checks was underesti mat ed.
These commenters believe that the actual length of tinme is |onger,
and should be reflected in the costs.

Two comrenters al so state that the assunption, based on the
hi storical record, that only 0.4% of the applicants would need to be
fingerprinted and a negligible amount woul d have a prior crimnal
convi ction was inaccurate. These comenters believe, based on
personal experience, that both estimtes should be higher.

One comrenter believes that the estimate of $55 for total staff
tinme and supplies is too low, given all that is required.

Two comrenters request that the FAA nake clear who is paying the
cost of fingerprint processing and that the | ocal FAA offices are
charging the correct rate.

One commenter, a catering conmpany, does not believe that
escorting a new hire for nore than 30 days is viable.

Anot her commrenter, representing an airport, says that if the verbiage
on crimnal history background check docunment formsis changed, there

woul d be increased costs due to paperwork changes.

47



FAA Response: The FAA cannot consider each airport’s turnaround

tinme individually, and will continue to use the national average for
pur poses of costing the rule. The FAA agrees that ab54 day
processing tine is too long, but has no nmeans at its disposal to
shorten it.

The rates used, of 0.4% and 0.0% were based on a review of the
data on the results of the first eight nonths of the current 88§

107. 31 and 108.33, from February through Septenber 1996. Neither
comrenter submtted any data or docunentation showi ng rates different
than these, so the FAA will continue to use these rates.

Much of what the commenter believes should be considered arenot
requi red; the econom c anal ysis costed out those parts of the
proposed rule that would add cost.

Regar di ng who pays what section of the cost of fingerprinting,
the FAA is required by Executive Order to |look at all costs to
soci ety and made clear, in its analysis, who would pay what. Wth
regards to the cost of the crimnal record checks, the FAA does not
have control over the cost of this process, so everyone needi ng
fingerprinting would pay the sane standard rate.

Wth regards to escorting enpl oyees the FAA believes that
conditions and requirenments would be different for screeners than for
caterer enployees and that the ability for a screener to work
supervi sed woul d be vi abl e past 30 days. There are no docunent title
requi rements in the Regul ations; hence, there would be no requirenent

to change any verbiage on the forns.
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b. Coments related to renoving the exenption that substitutes

a U S. Custons Service (USCS) background check for a check based on

the requirenents.

A trade organi zation states that some airports report that up to
60% of air carrier enployee SIDA access nedia, plus a nuch smaller
percent of airport enpl oyees, were authorized through acceptance of
t he USCS background check. Accordingly, this change could be costly.

FAA Response: The FAA called for coments on the nunber of airport

enpl oyees who currently were granted unescorted access due to a
background check fromthe USCS. This was the only response, and is
too vague to hel p project cost data. There will be no additiona

costs due to renoving this exception

c. Comments related to the requirenent that the airport

operators and air carriers review the enpl oynent background

docunentation of their own enpl oyees as well as any appropriate

contractors or, in the case of airports, airport users.

Four comrenters state that the requirenment for specific airport
personnel to review the enploynment history check docunentation woul d
i ncrease their paperwork requirenments, and would require hiring of
nmore enpl oyees and finding additional storage space.

There were several comments on the assunption (in the economc
anal yses) that 5% of all enploynment history investigations would be
checked. These commenters believe that the FAA underesti mated t ot al
costs, in part due to a belief that the actual anobunt checked woul d
be greater than 5% as airports would want to check nore enpl oyees and

avoid potential liability problens.
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One commenter contends that the costs associated with coll ecting
and filing records should be in the cost analysis, but are not.

FAA Response: The final rule will allow for the option that the

airport user could hold the required paperwork for their enpl oyees;
this would relieve the airport operator from having to nmaintain,
collect, and process the entire enpl oynent background investigation
file for each enpl oyee. Hence, airports will not need to hire
addi ti onal personnel or find additional storage space to handle these
files.

It is possible that the audit rate could be higher than 5% for
sone airports; the FAA used an estimated 5% as an average for al
airports and cal cul ated costs accordingly. This 5% applies to al
persons with unescorted access who had been subject to an enpl oynent
background check, and not all persons with unescorted access on file
There woul d be no potential liability responsibility should an
i nci dent occur since airport operators are not fully responsible for
the conpliance of the airport user.

The airport user or the airport would be filing these papers in

their file cabinets anyway, so there would be no additional cost.

d. Comments related to the FAA's NPRM econom ¢ anal ysi s.

A trade organization clains that it is difficult to know for
certain what variables were includedin the econom c anal ysis,
particularly as they refer to the costs of the enpl oynent
verification process for screeners. This sanme organizationstates
that the assunmed annual growth rate and salaries for screeners are
far too | ow given the intent to add new expl osive detection

t echnol ogi es at airports.

50



An airport comrenter is concerned that the FAA's costs did not

i nclude the additional costs airports nust incur to fulfill 8107.31
costs.
FAA Response: FAA' s econom c analysis makes it very clear what

adm ni strative costs are included, taking into account two hours of a
paperwor k/ cl erk specialist and one third of an hour of airport or air
carrier supervisor designee. The FAA agrees that the advanced skills
requi red for expl osives detection technology will nean higher
salaries and an increase in the overall demand for and career

devel opnent growmt h rate of these screeners vis-a-vis other screeners.
This information is included in the data used to calculate the costs
of this rule.

All costs connected with 8 107.31 were captured in the analysis
of the final rule for Unescorted Access Privilege (60 FR 51854) that
went into effect on January 31, 1996. This rule seeks to cover
i ndi vidual s not covered by 8§ 107.31, and so the costs for this rule

are separate.

Econom ¢ Summary

Proposed and final rule changes to Federal regul ations nust
undergo several econom c anal yses. First, Executive Order 12866
directs that each Federal agency shall propose or adopt a regul ation
only upon a reasoned determ nation that the benefits of the intended
regul ation justify its costs. Second, the Regulatory Flexibility Act
of 1980 requires agencies to analyze the econom c effect of
regul atory changes on small entities. Third, the Ofice of
Managenent and Budget directs agencies to assess the effect of

regul atory changes on international trade. In conducting these
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anal yses, the Federal Aviation Adm nistration (FAA) has determ ned
that the final rule would generate benefits that justify its costs
and is not "a significant regulatory action"” as defined in the

Executive Order or Departnent of Transportation Regulatory Policies

and Procedures. The rule will not have a significant inpact on a
substantial nunber of small entities and will not constitute a
barrier to international trade. In addition, thisrule does not

contai n any Federal intergovernnental mandates, but does contain a
private sector mandate. However, because expenditures by the private
sector will not exceed $100 million annually, the requirements of

Title I'l of the Unfunded Mandates Reform Act of 1995 do not apply.

Cost of Conpliance

The FAA has perforned an anal ysis of the expected costs and
benefits of this regulation. 1In this analysis, the FAA estimted
costs for a 10-year period, from 1999 through 2008. As required by
the O fice of Managenent and Budget (OMVB), the present value of this
stream was cal cul ated using a discount factor of 7 percent. Al
costs in this analysis are in 1997 doll ars.

The FAA estinmates that in 1999, there will be 15,600 screeners
and screener supervisors affected by this rule, conprised of 1,400
checkpoi nt security supervisors (CSS), 100 shift supervisors, and
14,100 screeners. The anal ysis assunes | oaded hourly wages (i.e.,
with fringe benefits) of $6.25 for screeners, $7.31 for CSS' s, and
$11.00 for shift supervisors. |Industry sources report, on average,
annual turnovers of 110% for all screeners, 85% for CSS s, and 20%
for shift supervisors. This turnover rate, of course, wll vary by

airport and location. Gven the difficulty of discerning the actua
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turnover rates at individual airports, the FAA has opted to use these
turnover rates for the entire industry. In addition, the FAA assunes
that the nunber of screeners will grow at an annual rate of 1.5%

There are three cost conponents that need to be considered.
These involve the fee for processing fingerprints; the tine for a
paperwor k/ clerk specialist to take the fingerprints, do the requisite
paperwork, and mail the forms; and the need for this enpl oyee to be
supervi sed.

Currently, a fingerprint check takes, on average, 54 days to be
processed. During this tinme period, this particular enployee, if
hired, will need to be supervised. This enployee’s productivity wll
be ow for he or she will not be able to exercise any independent
judgnment; all screened baggage will also need to be checked by this
enpl oyee’ s supervisor, and this enployee will not be able to do tasks
such as using the netal detector or hand wand, or perform a physical
search. On the other hand, at tines, this enployee m ght be doing
tasks that do not need 100% attention from a supervisor
Accordingly, the FAA will use a 15% productivity rate in this
anal ysi s.

The alternative will be to delay hiring the enpl oyee until the
results of the fingerprint check conme back. G ven the high turnover
rate of screeners, there is a good |ikelihood at many | ocations that
this person can then be hired based on another job opening.

The FAA exam ned the cost of both of these alternatives. The
| ower cost alternative will be to delay hiring this person until the
fingerprint check results return; in such a situation, the only costs
will be the costs of fingerprinting the enpl oyee. The higher cost

alternative will be to hire this person, have this person supervised,
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and pay them even though their productivity will be low  Screeners
wi Il be supervised by another screener, at a total cost of about
$1,925 per hire for the 54 day period. CSS' s will be supervised by
anot her CSS, at a total cost of about $2,250 per hire for theb54 day
peri od.

The current processing fee for a fingerprint investigation is
$28; the FAA has been paying the difference between that and the
current published fee of $24. Under this final rule, enployers and/or
enpl oyees will pay the entire cost (with enpl oyees proscribed from
handling the fingerprint cards), while the FAAwill no | onger pay the
$4 difference. Hence these incremental changes cancel each other
out .

Since January 31, 1996, all applicants for specific jobs
requi ring unescorted access have been subject to a crimna
background history check; the FAA collected data on the results of
the first eight nonths of these applicants. O the applications that
wer e processed, 0.4% of applicants needed to be fingerprinted. 1In
addition, alnost none had a prior crimnal conviction which
di squalified them In the absence of other information, the FAA wll
use these percentages (0.4% and 0.0% respectively) in estimating the
costs of this final rule. Due to both the growth rate in screeners
and the annual turnover rates, the FAA estimates that the ten-year
costs for the crimnal history background check portion of this final
rule will range from $38,800 (net present value, $33,300) to $1.16
mllion (net present value, $804,100), again, the latter cost
i ncl udi ng the cost of supervision.

The FAA, in renoving the USCS exenption in § 107.31(m, s nmade

it clear that those individuals who were granted unescorted access
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based on the Custons background check prior to the effective date of

this rule will be grandfathered. Hence, no enpl oyee who received
unescorted access based on a background check from USCS will have to
undergo a new check, and there will be no costs associated with the

renmoval of this exception.

This amendnment will add a new requirenment that will require the
airport operators and air carriers to review the enpl oynent
background docunentation of their own enpl oyees as well as any
appropriate contractors or, in the case of airports, airport users.
They will need to develop and carry out processes by which they wll
exam ne the accuracy and conpl eteness of the enpl oynent background
i nvestigations being acconplished on all of all listed parties.

The actual percentage to be audited may vary by airport and air
carrier and will be included ineach’s security program The FAA
assunmes that, on average, 5 percent of all enploynent background
i nvestigations will be checked. The average check will involve a
paperwor k/ cl erk speci alist going through the enpl oyee’s application
and checking to make sure that all itenms were accurate. The FAA
estimates that the average investigation will cost approxi mately $58.

Based on the nunber of enployees at airports with unescorted
access privileges, specific enployee gromh rates, and annual
attrition rates, the FAA calcul ates ten year costs for the airports
to be $3.96 mllion (net present value, $2.72 mllion). Meanwhile,
the air carriers will need to run checks on the screeners and
screener supervisors that are hired during this time period. The
ten-year costs for the air carriers sumto $524, 700 (net present

val ue, $365, 500).
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The ten-year cost of this rule will range from$4.53 mllion
(net present value, $3.12 million) to $5.64 nmillion (net present

val ue, $3.89 million).

Anal ysis of Benefits

The purpose of this final rule is to enhance aviation
security. The primary benefit of the rule will be increased
protection to Americans and others traveling on U S. domestic air
carrier flights fromacts of terrorism The changes envisioned in
this rule are an integral part of the total program needed by the
airports, air carriers, and the FAA to prevent a crimnal or
terrorist incident in the future.

Since the m d-1980's, the major goals of aviation security have
been to prevent bombing and sabotage incidents. Preventing an
expl osive or incendiary device fromgetting on board an airplane is
one of the major |ines of defense against an aviation-rel ated
crimnal or terrorist act. The individuals covered by this final
rule play a mpjor role in preventing such occurrences. It is
essential that potential enployees that may have crimnal records or
guesti onabl e backgrounds be investigated, and, if certain conditions
are net, denied the opportunity to conduct security-related
activities. Such individuals could definitely be a threat to
avi ation security.

In 1996, both Congress and the Wite House Commi ssionon
Avi ation Safety and Security recomended further specific actions to
i ncrease aviation security. The Comm ssion stated that it believes
that the threat against civil aviation is changing and grow ng, and

recommended that the federal governnment commt greater resources to
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i nproving aviation security. President Clinton, in July 1996,
declared that the threat of both foreign and donestic terrorismto
aviation is a national threat. The U S. Congress recognized this
growing threat in the Federal Aviation Reauthorization Act of 1996
by: (1) authorizing noney for the purchase of specific anti-terrorist
equi pment and the hiring of extra security personnel; and (2)
requiring the FAA to promul gate additional security-related

regul ations including this current rul emaki ng acti on.

The cost of a catastrophic terrorist act can be estimted in
terms of lives |lost, property damage, decreased public utilization of
air transportation, etc. The npst deadly and expensive exanpl e of
the type of event that aviation security is trying to prevent is the
Pan Am 103 tragedy over Lockerbie, Scotland. Since the benefits of
this rule will apply primarily to donestic flights, which are flown
primarily by narrow bodi ed airplanes, rather than international
flights, which are flown primarily by w de-bodi ed airplanes, the FAA
exam ned the costs associated with this catastrophe as they w ||
apply to a domestic tragedy. A conservative estimte of these costs
is $832.4 mllion. This high cost underscores the consequences of
not taking prudent security-related steps.

Some benefits can be quantified -- prevention of fatalities and
injuries and the loss of aircraft and other property. Oher benefits
are no less inmportant, but are probably inpossible to quantify -- the
perception of inproved security on the part of the traveling public,
and general gains for the U S. attributable to the commtnent to

enhance avi ation security.

Conpari son of Costs and Benefits
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The ten-year cost of this rule would range from $4.53 nmillion
(net present value, $3.12 million) to $5.64 nmillion (net present
value, $3.89 mllion). This cost needs to be conpared to the
possi bl e tragedy that could occur if a bonb or some other incendiary
device were to get onto an airplane and cause an expl osion. Recent
hi story not only points to Pan Am 103’ s expl osi on over Locker bi e,
Scot | and, but also the potential of up to twelve Anmerican airplanes
being blown up in Asia in early 1995. While the specific points in
this regulation may not, by thenselves, have been factors in the
occurrence of Pan Am 103 or the prevention of the culmnation of the
conspiracy in Asia, these potential devastating costs enphasize the
consequences of not taking sensible security-related steps.

Congress has mandated that the FAApronul gate these regul ati ons.
Congress, which reflects the will of the American public, has
determined that this regulation is in the best interest of the
nati on. Because this regulation reflects the will of the Anerican
peopl e, and because its cost is |ow conpared to the potenti al
catastrophe of a single bonb explosion on an airplane, the FAA finds

this rule cost-beneficial.

Initial Regulatory Flexibility Determ nation

The Regul atory Flexibility Act of 1980 establishes "as a
principle of regulatory issuance that agencies shall endeavor,
consistent with the objective of the rule and of applicable statutes,
to fit regulatory and informational requirenments to the scale of the
busi ness, organizations, and governnental jurisdictions subject to
regul ation.” To achieve that principle, the Act requires agencies to

solicit and consider flexible regulatory proposals and to explain the
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rationale for their actions. The Act covers a w de-range of snall
entities, including small businesses, not-for-profit organizations
and smal | governnmental jurisdictions.

Agenci es nust performa review to determ ne whether a proposed

or final rule will have a significant econom c inpact on a
substantial nunmber of small entities. |If the determnation is that
it will, the agency nust prepare a regulatory flexibility analysis

(RFA) as described in the Act.

However, if an agency determi nes that a proposed or final rule
is not expected to have a significant econom c inpact on a
substantial nunmber of small entities, section 605(b) of the 1980 act
provi des that the head of the agency may so certify and an RFA is not
required. The certification nust include a statement providing the
factual basis for this determ nation, and the reasoning should be
cl ear.

Security Screeni ng Conpanies

This rule will affect conpan es that perform security screening
as well as specific airports. There are currently 58 conpani es t hat
provi de security screening services; 32 of these are small entities.
To estimate the annual cost inpact for each screening conpany, the
FAA cal cul at ed what the maxi mum annual cost of the regulations wll
be per screener over the tinme period exam ned by this anal ysis,
$11.66, and nmultiplied by the nunber of screeners that that conpany
has. Based on these cal cul ati ons, the FAA concludes that the costs
are “de mninmus” on all but four small entities; the highest cost for

t hese four small entities is $5, 000.

Airports
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The airports covered by this rule are those that are regularly
served by schedul ed passenger aircraft operations having airpl anes
with a passenger seating configuration of greater than 60 seats, are
subject to screening prograns defined in the current §108.5, and are
required to have an Airport Security Program (ASP) under the current
§ 107.3(b). There are 74 such airports that have over 2mllion
peopl e screened per year and 185 such airports that have |ess than
2 mllion people screened per year.

Part 107 affects airports classified under Standard I ndustri al
Classification (SIC) 4582. The SBA's small entity size standards
criterion define a small airport as one owned by a county, city, town
or other jurisdiction having a popul ation of 49,999 or less. If two
or nore towns, cities, or counties operate an airport jointly, the
popul ati on size of each are totaled to determ ne whether that airport
is small. In addition, all privately owned, publicuse airports are
consi dered smal |

The nost recent population data for cities, counties, and states
is taken fromthe 1990 Census and this was used to determ ne the
popul ati on of the appropriate jurisdiction. Thirty-sevenof the 259
airports that neet the above definition are owned by jurisdictions
with popul ati ons | ess than 50,000. Each of these has less than 2
mllion person screenings per year. As discussed above, an average
of 554 enpl oyees have unescorted access privil eges at each of these
airports at the end of 1996. The average one year cost for any such

airport is $215.
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Concl usi on

The FAA conducted the required review of this amendnent and
determned that it will not have a significant econom c inpact on a
substantial nunmber of small entities. Accordingly, pursuant to the
Regul atory Flexibility Act, 5 U S.C. 605(b), the Federal Aviation
Admi ni stration certifies that this rule will not have a significant

i npact on a substantial nunber of small entities.

International Trade |npact Statenent

In accordance with the Ofice of Managenent and Budget
menor andum dat ed March 1983, federal agencies engaged in rul emaking
activities are required to assess the effects of regul atory changes
on international trade. Since both donestic and international air
carriers use screeners, this final rule change will have an equa
effect on both. Unlike donestic air carriers that conpete with
foreign air carriers, donestic airports are not in conpetition with
foreign airports. For this reason, a trade inpact assessnent is not

be applicable for donestic airports.

Unf unded Mandat es Det erni nati on

Title Il of the Unfunded Mandates Reform Act of 1995 (the Act),
enacted as Pub. L. 104-4 on March 22, 1995, requires each Federal
agency, to the extent permtted by law, to prepare a witten
assessnment of the effects of any Federal nmandate in a proposed or
final agency rule that may result in the expenditure by State, |ocal,
and tribal governnents, in the aggregate, or by the private sector,
of $100 million or nmore (adjusted annually for inflation) in any one

year. Section 204(a) of the Act, 2 U S.C. 1534(a), requires the
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Federal agency to develop an effective process to permt tinely input
by el ected officers (or their designees) of State, |ocal, and tribal
governments on a “significant intergovernnental mandate.” A
“significant intergovernnental mandate” under the Act is any
provision in a Federal agency regulation that will inmpose an
enforceabl e duty upon State, |ocal, and tribal governnments, in the
aggregate, of $100 mllion (adjusted annually for inflation) in any
one year. Section 203 of the Act, 2 U . S.C. 1533, which supplenents
section 204(a), provides that before establishing any regul atory
requi renments that mght significantly or uniquely affect smal
governnments, the agency shall have devel oped a plan that, anong ot her
things, provides for notice to potentially affected small
governnments, if any, and for a meaningful and tinely opportunity to
provide input in the devel opnent of regul atory proposals.

This final rule does not contain any Federal intergovernnenta

mandates or private sector mandates.

Federal ism I nplications

These regul ati ons do not have substantial direct effects on the
states, or on the relationship, or distribution of power and
responsibilities, between the Federal Governnent and the states. Thus,
in accordance with the federalismprinciples and policymaking criteria
of Executive Oder 13083, this agency has determ ned that no federalism

i nplications exist necessitating a Federalism Consultation.

International Civil Aviation Organization (I CAO and Joint Aviation

Regul ati ons
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In keeping with U S. obligations under the Convention on
International Civil Aviation, it is FAA policy to conply with |ICAO
St andards and Recommended Practices to the maxi num extent
practicable. The FAA finds no correspondi ng International Civi
Avi ati on Organi zation regul ations or Joint Aviation Regulations;

therefore, no differences exist.

Paperwor k Reduction Act

Under the requirenents of the Paperwork Reduction Act of 1995,
the O fice of Managenent and Budget has approved the information
collection burden for this rule and assigned it OVB Approval Nunber

2120- 0628.

Li st of Subjects in 14 CFR Parts 107 and 108
Air carriers, Air transportation, Airlines, Airplane operator
security, Aviation safety, Reporting and record keeping requirenents,

Security measures, Transportation, Weapons.

The Amendnents
In consideration of the foregoing, the Federal Aviation
Admi ni stration anmends parts 107 and 108 of Title 14, Code of Federal

Regul ations (14 CFR parts 107 and 108) as foll ows:

Part 107 - Al RPORT SECURI TY

1. The authority citation for part 107 is revised to read as

foll ows:
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Authority: 49 U.S.C. 106(g), 5103, 40113, 40119, 44701- 44702,
44706, 44901- 44905, 44907, 44913- 44914, 44932 44935- 44936, 46105,

Sec. 306, Pub. L. 104-264, 110 Stat. 3213.

2. Section 107.31 is revised to read as foll ows:
§ 107.31 Enploynent history, verification and crimnal history
records checks.

(a) Scope. On or after January 31, 1996, this section applies
to all airport operators; airport users; individuals currently having
unescorted access to a security identification display area (Sl DA)
that is identified by 8§ 107.25; all individuals seeking authorization
for, or seeking the authority to authorize others to have, unescorted
access to the SIDA; and each airport user and air carrier nakinga
certification to an airport operator pursuant to paragraph (n) of
this section. An airport user, for the purposes of §107.31 only, is
any person making a certification under this section other than an
air carrier subject to § 108. 33.

(b) Enploynment history investigations required Except as

provided in paragraph (m of this section, each airport operator nust
ensure that no individual is granted authorization for, or is granted
authority to authorize others to have, unescorted access to the SIDA
unl ess the follow ng requirenents are net:

(1) The individual has satisfactorily undergone Part 1 of an
enpl oynment history investigation. Part 1 consists of areview of the
previ ous 10 years of enployment history and verification of the 5
enpl oynent years preceding the date the appropriate investigation is

initiated as provided in paragraph (c) of this section; and
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(2) If required by paragraph (c)(5) of this section, the
i ndi vidual has satisfied Part 2 of the enploynment history
i nvestigation. Part 2 is the process to determne if the individual
has a crimnal record. To satisfy Part 2 of the investigation the
crimnal record check nust not disclose that the individual has been
convicted or found not guilty by reason of insanity, in any
jurisdiction, during the 10 years ending on the date of such
i nvestigation, of any of the crines listed bel ow

(i) Forgery of certificates, false marking of aircraft, and
other aircraft registration violation, 49 U S.C. 46306;

(i) Interference with air navigation, 49 U S. C. 46308;

(iii) Inproper transportation of a hazardous material, 49
U.S. C 46312,

(tv) Aircraft piracy, 49 U S.C. 46502,

(v) Interference with flightcrew nenbers or flight attendants,
49 U. S. C. 46504;

(vi) Comm ssion of certain crinmes aboard aircraft in flight, 49
U. S. C. 46506;

(vii) Carrying a weapon or explosive aboard aircraft, 49 U S.C
46505;

(viii) Conveying false information and threats, 49 U S. C. 49
46507;

(ix) Aircraft piracy outside the special aircraft jurisdiction
of the United States, 49 U S.C. 46502(b);

(x) Lighting violations involving transporting controlled

subst ances, 49 U. S. C. 46315;
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(xi) Unlawful entry into an aircraft or airport area that
serves air carriers or foreign air carriers contrary to established
security requirenments, 49 U. S.C. 46314,

(xi1) Destruction of an aircraft or aircraft facility, 18
UusSs C 32

(xiii) Murder;

(xiv) Assault with intent to nurder;

(xv) Espionage;

(xvi) Sedition;

(xvii) Kidnappi ng or hostage taking;

(xviii) Treason;

(xi x) Rape or aggravated sexual abuse;

(xx) Unl awful possession, use sale, distribution, or
manuf acture of an expl osive or weapon;

(xxi) Extortion

(xxii) Armed robbery;

(xxiii) Distribution of, or intent to distribute, a controlled
subst ance;

(xxiv) Felony arson; or

(xxv) Conspiracy or attenpt to conmt any of the aforenentioned
crimnal acts.

(c) Investigative steps. Part 1 of the enploynent history

i nvestigation nust be conmpleted on all persons |listed in paragraph
(a) of this section. |If required by paragraph (c)(5) of this
section, Part 2 of the enploynment history investigation nust also be

conpleted on all persons listed in paragraph (a) of this section
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(1) The individual nust provide the follow ng information on an
application form

(i) The individual's full nane, including any aliases or
ni cknames.

(ii) The dates, nanes, phone nunbers, and addresses of previous
enpl oyers, with explanations for any gaps in enploynent of nore than
12 consecutive nonths, during the previous 10-year period.

(iii) Any convictions during the previous 10-year period of the
crimes listed in paragraph (b)(2) of this section.

(2) The airport operator or the airport user nust include on
the application forma notification that the individual will be
subject to an enploynment history verification and possibly a crim nal
records check.

(3) The airport operator or the airport user nust verify the
identity of the individual through the presentation of two forns of
identification, one of which nust bear the individual's photograph.

(4) The airport operator or the airport user nust verify the
informati on on the nost recent 5 years of enploynent history required
under paragraph (c)(1)(ii) of this section. Information nust be
verified in witing, by docunentation, by tel ephone, or in person.

(5) If one or nore of the conditions (triggers) listed in
§ 107.31(c)(5)(i)through(iv) exist, the enploynent history
i nvestigation nust not be considered conplete unless Part 2 is
acconplished. Only the airport operator nmay initiate Part 2 for
airport users under this section. Part 2 consists of a conparison of
the individual's fingerprints against the fingerprint files of known
crimnals maintained by the Federal Bureau of Investigation (FBI).

The conparison of the individual's fingerprints nust be processed
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through the FAA. The airport operator nay request a check of the
i ndividual’s fingerprint-based crimnal record only if one or nore of
the follow ng conditions exist:

(i) The individual does not satisfactorily account for a period
of unenpl oynent of 12 consecutive nonths or nore during the previous
10-year peri od.

(ii) The individual is unable to support statenments made on the
application form

(iii) There are significant inconsistencies in the information
provi ded on the application.

(iv) Information becones available to the airport operator or
the airport user during the investigation indicating a possible
conviction for one of the crines listed in paragraph (b)(2) of this
section.

(d) Individual notification Prior to commencing the crim nal

records check, the airport operator nust notify the affected

i ndi vidual and identify the Airport Security Coordinator as a contact
for followup. An individual, who chooses not to submt
fingerprints, after having net a requirenment for Part 2 of the

enpl oynment investigation, nay not be granted unescorted access

privil ege.

(e) Fingerprint processing If a fingerprint conparison is

necessary under paragraph (c)(5) of this section to conplete the
enpl oynment history investigation the airport operator nustcollect
and process fingerprints in the foll owi ng manner:
(1) One set of legible and classifiable fingerprints nmust be
recorded on fingerprint cards approved by the FBI, and distributed by

the FAA for this purpose.
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(2) The fingerprints nust be obtained fromthe individual under
direct observation by the airport operator or a | aw enforcenent
officer. Individuals submtting their fingerprints may not take
possession of their fingerprint card after they have been
fingerprinted.

(3) The identity of the individual nmust be verified at the tine
fingerprints are obtained. The individual nust present two forns of
identification, one of which nust bear the individual’s photograph

(4) The fingerprint card nust be forwarded to the FAA at the
| ocation specified by the Adni nistrator.

(5) Fees for the processing of the crimnal record checks are
due upon application. Airport operators must submt paynment through
corporate check, cashier's check, or noney order made payable to
"U S. FAA' " at the designated rate for each fingerprint card.

Conbi ned paynent for nultiple applications is acceptable. The
designated rate for processing the fingerprint cards is avail able
fromthe | ocal FAA security office.

(f) Determnation of arrest status. |In conducting the crimna

record checks required by this section, the airport operator nust not
consi der the enploynment history investigation conplete unless it

i nvestigates arrest information for the crinmes |listed in paragraph
(b)(2) of this section for which no disposition has been recorded and
makes a determ nation that the arrest did not result in a

di squal i fyi ng conviction.

(g) Availability and correction of FBI records and notification

of disqualification

(1) At thetinme Part 2 is initiated and the fingerprints are

collected, the airport operator nust notify the individual that a
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copy of the crimnal record received fromthe FBI wll be nmade
available to the individual if requested in witing. Wen requested
in witing, the airport operator nust nake available to the
i ndi vidual a copy of any crimnal record received fromthe FBI

(2) Prior to making a final decision to deny authorization to
an individual described in paragraph (a) of this section, the airport
operator nust advise the individual that the FBI crimnal record
di scl oses information that would disqualify himher fromreceiving
unescorted access and provide the individual with a copy of the FB
record if it has been requested.

(3) The airport operator nust notify an individual that a final
deci si on has been made to grant or deny authority for unescorted
access.

(h) Corrective action by the individual. The individual nmay

contact the local jurisdiction responsible for the information and
the FBI to conplete or correct the information contained in his/her
record before any final decision is made, subject to the follow ng
condi tions:

(1) Wthin 30 days after being advised that the crimnal record
received fromthe FBI discloses disqualifying information, the
i ndi vi dual nust notify the airport operator, in witing, of his/her
intent to correct any information believed to be inaccurate.

(i) Upon notification by an individual that the record has been
corrected, the airport operator nust obtain a copy of the revised FBI
record prior to making a final determ nation

(2) If no notification is received within 30 days, the airport

operator may make a final determ nation
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(i) Limts on dissemnation of results Crimnal record

i nformati on provided by the FBI nust be used solely for the purposes
of this section, and no person may di ssem nate the results of a
crimnal record check to anyone other than

(1) The individual to whomthe record pertains or that
i ndi vidual's authorized representative;

(2) Airport officials with a need to know and

(3) Ohers designated by the Adm nistrator.

(j) Enploynment status while awaiting crimnal record checks

I ndi vi dual s who have submitted their fingerprints and are awaiting
FBI results may performwork within the SI DA when under escort by
someone who has unescorted SIDA access privil eges.

(k) Recordkeepi ng.

(1) Except when the airport operator has received a
certification under paragraph (n)(1) of this section, the airport
operator nust physically maintain and control the Part 1 enpl oynent
hi story investigation file until 180 days after the term nation of
the individual's authority for unescorted access. The Part 1,
enpl oyment history investigation file, nmust consist of the follow ng:

(i) The application;

(ii) The enploynment verification information obtained by the
enpl oyer ;

(iii) The nanmes of those fromwhomthe enploynent verification
i nformati on was obt ai ned;

(iv) The date and the nmethod of how the contact was made; and

(v) Any other information as required by the Adm nistrator.
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(2) The airport operator nust physically maintain, control and
when appropriate destroy Part 2, the crimnal record, for each
i ndi vidual for whom a fingerprint conmparison has been conpl et ed.
Part 2 nmust be maintained for 180 days after the term nation of the
i ndividual's authority for unescorted access. Only direct airport
operator enployees may carry out this crimnal record file
responsibility. The Part 2 crimnal record file must consist of the
fol | ow ng:

(i) The crimnal record received fromthe FBI as a result of an
i ndi vidual s fingerprint comparison; or

(ii) Information that the check was conpleted and no record
exi sts.

(3) The files required by this section nust be maintained in a
manner that is acceptable to the Adm nistrator and in a manner that
protects the confidentiality of the individual.

(1) Continuing responsibilities.

(1) Any individual authorized to have unescorted access
privileges or who may aut horize others to have unescorted access, who
i s subsequently convicted of any of the crinmes |listed in paragraph
(b)(2) of this section nmust, within 24 hours, report the conviction
to the airport operator and surrender the SIDA access nediumto the
i ssuer.

(2) If information beconmes available to the airport operator or
the airport user indicating that an individual with unescorted access
has a possible conviction for one of the disqualifying crinmes in
paragraph (b)(2) of this section, the airport operator mnmust determ ne

the status of the conviction. |If a disqualifying conviction is
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confirmed the airport operator nmust w thdraw any authority granted
under this section.

(m Exceptions. Notw thstanding the requirenments of this
section, an airport operator may authorize the follow ng individuals
to have unescorted access, or to authorize others to have unescorted
access to the SIDA:

(1) An enployee of the Federal governnent or a state or |ocal
governnment (including a | aw enforcenent officer) who, as a condition
of enpl oynment, has been subjected to an enpl oynent investigation
whi ch includes a crimnal record check

(2) A crewrenber of a foreign air carrier covered by an
alternate security arrangenent in the foreign air carrier’s approved
security program

(3) An individual who has been continuously enployed in a
position requiring unescorted access by another airport operator,
airport user or air carrier.

(4) Those persons who have received access to a U S. Custons
secured area prior to Novenmber 24, 1998.

(n) Investigations by air carriers and airport users An

airport operator is in conpliance with its obligation under paragraph
(b) of this section, as applicable, when the airport operator accepts
for each individual seeking unescorted access one of the follow ng:
(1) Certification froman air carrier subject to §108.33 of
this chapter indicating it has conplied wwth 88108.33 of this
chapter for the air carrier’s enployees and contractors seeking
unescorted access; or
(2) Certification froman airport user indicating it has

conplied with and will continue to conply with the provisions |listed
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in paragraph (p) of this section. The certification nust include
the name of each individual for whomthe airport user has conducted
an enpl oynment history investigation.

(o) Airport operator responsibility The airport operator

must :

(1) Prior to the acceptance of a certification fromthe airport
user, the airport operator nmust conduct a prelimnary review of the
file for each individual listed on the certification to determ ne
that Part 1 has been conpl et ed.

(2) Designate the airport security coordinator (ASC), in the
security program to be responsible for reviewing the results of the
airport enployees’ and airport users’ enploynment history
i nvestigations and for destroying the crimnal record files when
their maintenance is no |onger required by paragraph (k)(2) of this
secti on;

(3) Designate the ASC, in the security program to serve as the
contact to receive notification fromindividuals applying for
unescorted access of their intent to seek correction of their FB
crimnal record; and

(4) Audit the enploynment history investigations perforned by
the airport operator in accordance with this section and those
i nvestigations conducted by the airport users made by certification
under paragraph (n)(2). The audit program nmust be set forth in the
airport security program

(p) Airport user responsibility.

(1) The airport user is responsible for reporting to the
airport operator information, as it becomes avail able, which

i ndi cates an individual with unescorted access nmay have a conviction
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for one of the disqualifying crimes in paragraph (b)(2) of this
section; and

(2) If the airport user offers certification to the airport
operator under paragraph (n)(2) of this section, the airport user
nmust for each individual for whoma certification is made:

(i) Conduct the enploynment history investigation, Part 1, in
conpliance with paragraph (c) of this section. The airport user
must report to the airport operator if one of the conditions in
paragraph (c)(5) of this section exist;

(ii) Maintain and control Part 1 of the enploynment history
i nvestigation file in conpliance with paragraph (k) of this section,
unl ess the airport operator decides to maintain and control Part 1
of the enploynment history investigation file;

(iii) Provide the airport operator and the FAA with access to
each conpleted Part 1 enployee history investigative file of those
i ndividuals listed on the certification; and

(iv) Provide either the name or title of the individual acting
as custodian of the files, and the address of the | ocation and the
phone nunber at the | ocation where the investigative files are

mai nt ai ned.

Part 108 - Al RPLANE OPERATOR SECURI TY
3. The authority citation for part 108 continues to read as fol |l ows:
Authority: 49 U S C 106(g), 5103, 40113, 40119, 44701-44702,

44705, 44901-44905, 44907, 44913-44914, 44932, 44935-44936, 46105.

4. Section 108.33 is revised to read as foll ows:
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§ 108.33 Enploynent history, verification and crimnal history
records checks.

(a) Scope. The follow ng persons are within the scope of this
section:

(1) Each enpl oyee or contracta enployee covered under a
certification made to an airport operator, pursuant to 8107.31(n) of
this chapter, nade on or after November 24, 1998,

(2) Each individual issued air carrier identification nmedia
that one or nore airports accepts as airport approved nedia for
unescorted access within a security identification display area
(SIDA) as described in 8 107.25 of this chapter.

(3) Each individual assigned, after Novenmber 24, 1998, to
performthe follow ng functions:

(i) Screen passengers or property that will be carried in a
cabin of an aircraft of an air carrier required to screen passengers
under this part.

(ii) Serve as an imedi ate supervisor (checkpoint security
supervi sor (CSS)), or the next supervisory level (shift or site
supervisor), to those individuals described in paragraph (a)(3)() of
this section.

(b) Enploynent history investigations required Each air

carrier nust ensure that, for each individual described in paragraph
(a) of this section, the follow ng requirenents are net:

(1) The individual has satisfactorily undergone Part 1 of an
enpl oynment history investigation. Part 1 consists of areview of the
previ ous 10-years of enploynment history and verification of the 5

enpl oynment years preceding the date the enploynent history
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i nvestigation is initiated as provided in paragraph (c) of this
section; and

(2) If required by paragraph (c)(5) of this section, the
i ndi vidual has satisfied Part 2 of the enploynment history
i nvestigation. Part 2 is the process to determne if the individual
has a crimnal record. To satisfy Part 2 of the investigation the
crimnal records check nust not disclose that the individual has been
convicted or found not guilty by reason of insanity, in any
jurisdiction, during the 10 years ending on the date of such
i nvestigation, of any of the crines listed bel ow

(i) Forgery of certificates, false marking of aircraft, and
other aircraft registration violation, 49 U S.C. 46306;

(i) Interference with air navigation, 49 U S. C. 46308;

(iii) Inproper transportation of a hazardous material, 49
U.S. C 46312,

(tv) Aircraft piracy, 49 U S. C. 46502,

(v) Interference with flightcrew nenbers or flight attendants,
49 U. S. C. 46504;

(vi) Comm ssion of certain crines aboard aircraft in flight, 49
U. S. C. 46506;

(vii) Carrying a weapon or explosive aboard aircraft, 49 U S.C
46505;

(viii) Conveying false information and threats, 49 U S. C. 49
46507;

(ix) Aircraft piracy outside the special aircraft jurisdiction
of the United States, 49 U S.C. 46502(b);

(x) Lighting violations involving transporting controlled

subst ances, 49 U S. C. 46315;
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(xi) Unlawful entry into an aircraft or airport area that
serves air carriers or foreign air carriers contrary to established
security requirenments, 49 U. S.C. 46314,

(xi1) Destruction of an aircraft or aircraft facility, 18
UusSs C 32

(xiii) Murder;

(xiv) Assault with intent to nurder;

(xv) Espionage;

(xvi) Sedition;

(xvii) Kidnappi ng or hostage taking;

(xviii) Treason;

(xi x) Rape or aggravated sexual abuse;

(xx) Unl awful possession, use sale, distribution, or
manuf acture of an expl osive or weapon;

(xxi) Extortion

(xxii) Armed robbery;

(xxiii) Distribution of, or intent to distribute, a controlled
subst ance;

(xxiv) Felony arson; or

(xxv) Conspiracy or attenpt to conmt any of the aforenentioned
crimnal acts.

(c) Investigative steps. Part 1 of the enploynent history

i nvestigations nmust be conpleted on all persons described in
paragraph (a) of this section. |If required by paragraph (c)(5) of
this section, Part 2 of the enploynment history investigation nust
al so be conpleted on all persons listed in paragraph (a) of this

secti on.
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(1) The individual nust provide the follow ng information on an
application:

(i) The individual’s full nane, including any aliases or
ni cknanes;

(ii) The dates, nanes, phone nunbers, and addresses of previous
enpl oyers, with explanations for any gaps in enploynent of nore than
12 consecutive nmonths, during the previous 10-year period;

(iii) Any convictions during the previous 10-year period of the
crimes listed in paragraph (b)(2) of this section.

(2) The air carrier must include on the application forma
notification that the individual will be subject to an enpl oynent
hi story verification and possibly a crimnal records check.

(3) The air carrier must verify theidentity of the individual
t hrough the presentation of two forms of identification, one of which
must bear the individual's photograph.

(4) The air carrier nmust verify theinformation on the nost
recent 5 years of enploynment history required under paragraph
(c)(1)(ii) of this section. Information nust be verified in witing,
by docunentation, by tel ephone, or in person.

(5) If one or nore of the conditions (triggers) listed in
8§ 108.33(c)(5)(i)-(iv) exist, the enploynent history investigation
must not be considered conplete unless Part 2 is acconplished. Only
the air carrier may initiate Part 2. Part 2 consists of a conparison
of the individual's fingerprints against the fingerprint files of
known crim nals nmaintained by the Federal Bureau of I|nvestigation
(FBI'). The conparison of the individual's fingerprints nust be

processed through the FAA. The air carrier my request a check of
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the individual’'s fingerprint-based crimnal record only if one or
more of the follow ng conditions exist:

(i) The individual does not satisfactorily account for a period
of unenpl oynent of 12 consecutive nonths or nore during the previous
10-year peri od.

(ii) The individual is unable to support statenments made on the
application form

(iii) There are significant inconsistencies in the information
provi ded on the application.

(iv) Information becones available to the air carrier during
the investigation indicating a possible conviction for one of the
crimes listed in paragraph (b)(2) of this section.

(d) Individual notification Prior to commencing the crim nal

records check, the air carrier must notify the affected individuals
and identify a point of contact for followup. An individual who
chooses not to submit fingerprints nmay not be granted unescorted
access privilege and may not be allowed to hold screener or screener
supervi sory positions.

(e) Fingerprint processing If a fingerprint conparison is

necessary under paragraph (c)(5) of this section to conplete the
enpl oynment history investigation the air carrier nust collect and
process fingerprints in the foll ow ng nmanner

(1) One set of legible and classifiable fingerprints nust be
recorded on fingerprint cards approved by the FBlI and distributed by
the FAA for this purpose.

(2) The fingerprints nust be obtained fromthe individual under

direct observation by the air carrier or a |law enforcenent officer.

80



I ndi viduals submtting their fingerprints nmust not take possession of
their fingerprint card after they have been fingerprinted.

(3) The identity of the individual nmust be verified at the tine
fingerprints are obtained. The individual nust present two forns of
identification, one of which nust bear the individual’s photograph

(4) The fingerprint card nust be forwarded to FAA at the
| ocation specified by the Adni nistrator.

(5) Fees for the processing of the crimnal records checks are
due upon application. Air carriers nmust submt paynent through
corporate check, cashier's check, or noney order made payable to
"U S. FAA' " at the designated rate for each fingerprint card.

Conbi ned paynent for nultiple applications is acceptable. The
designated rate for processing the fingerprint cardsis avail able
fromthe | ocal FAA security office.

(f) Determnation of arrest status. In conducting the crimna

record checks required by this section, the air carrier nust not

consi der the enploynment history investigation conplete unless it

i nvestigates arrest information for the crinmes |listed in paragraph
(b)(2) of this section for which no disposition has been recorded and
makes a determ nation that the arrest did not result in a

di squal i fyi ng conviction.

(g) Availability and correction of FBI records and notification

of disqualification

(1) At the tinme Part 2 is initiated and the fingerprints are
collected, the air carrier nmust notify the individual that a copy of
the crimnal record received fromthe FBI wll be nade available to

the individual if requested in witing. When requested in witing,
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the air carrier nust nmake available to the individual a copy of any
crimnal record received fromthe FBI

(2) Prior to making a final decision to deny authorization to
an individual described in paragraph (a) of this section, the air
carrier nust advise the individual that the FBI crimnal record
di scl oses information that would disqualify himher from positions
covered under this rule and provide himher with a copy of their FB
record if requested.

(3) The air carrier must notify an individual that a final
deci sion has been made to forward or not forward a letter of
certification for unescorted access to the airport operator, or to
grant or deny the individual authority to perform screening functions
i sted under paragraph (a)(3) of this section.

(h) Corrective action by the individual. The individual my

contact the local jurisdiction responsible for the information and
the FBI to conplete or correct the information contained in his/her
record before the air carrier nmakes any decision to w thhold his/her
name froma certification, or not grant authorization to perform
screening functions subject to the follow ng conditions:

(1) Wthin 30 days after being advised that the crimnal record
received fromthe FBI discloses disqualifying information, the
i ndi vidual nust notify the air carrier, in witing, of his/her intent
to correct any information believed to be inaccurate.

(2) Upon notification by an individual that the record has been
corrected, the air carrier nmust obtain a copy of the revised FB

record prior to making a final determ nation
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(3) If nonotification is received within 30 days, the air
carrier may nmake a final determ nation

(i) Limts on dissemnation of results Crimnal record

i nformati on provided by the FBI nust be used solely for the purposes
of this section, and no person may di ssem nate the results of a
crimnal record check to anyone other than

(1) The individual to whomthe record pertains or that
i ndi vidual's authorized representative;

(2) Air carrier officials with a need to know and

(3) Ohers designated by the Adm nistrator

(j) Enploynent status while awaiting crimnal record checks

I ndi vi dual s who have submtted their fingerprints and are awaiting
FBI results may perform work details under the follow ng conditions:
(1) Those seeking unescorted access to the SIDA nust be
escorted by soneone who has unescorted SIDA access privil eges;

(2) Those applicants seeking positions covered under paragraph
(a)(3) and (4) of this section, my not exercise any independent
judgnents regardi ng those functi ons.

(k) Recordkeepi ng.

(1) The air carrier must physically maintain and control Part 1
enpl oynment history investigation file until 180 days after the
termnation of the individual's authority for unescorted access or
term nation from positions covered under paragraph (a)(3) of this
section. Part 1 of the enploynent history investigation, conpleted
on screeni ng personnel nust be maintained at the airport where they
perform screening functions. Part 1 of the enploynment history

i nvestigation file nust consist of the foll ow ng:
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(i) The application;

(ii) The enploynment verification information obtained by the
enpl oyer ;

(iii) The nanmes of those fromwhomthe enploynent verification
i nformati on was obt ai ned;

(iv) The date and the method of how the contact was made; and

(v) Any other information as required by the Adm nistrator.

(2) The air carrier must physically maintain, control and when
appropriate destroy Part 2, the crimnal record file, for each
i ndi vidual for whom a fingerprint conparison has been made. Part 2
nmust be maintained for 180 days after the term nation of the
i ndividual's authority for unescorted access or after the individual
ceases to performscreening functions. Only direct air carrier
enpl oyees may carry out Part 2 responsibilities. Part 2 nust consi st
of the foll ow ng:

(i) The results of the record check; or

(ii) Certification fromthe air carrier that the check was
conpl eted and did not uncover a disqualifying conviction.

(3) The files required by this paragraph must be maintained in
a manner that is acceptable to the Adm nistrator and in a manner that
protects the confidentiality of the individual.

(1) Continuing responsibilities.

(1) Any individual authorized to have unescorted access
privilege to the SIDA or who performs functions covered under
paragraph (a)(3) of this section, who is subsequently convicted of
any of the crines listed in paragraph (b)(2) of this section nust,

within 24 hours, report the conviction to the air carrier and
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surrender the SIDA access nmedium or any enploynment related
identification mediumto the issuer.

(2) If information beconmes available to the air carrier
i ndi cating that an individual has a possible conviction for one of
the disqualifying crinmes in paragraph (b)(2) of this section, the air
carrier nust determ ne the status of the conviction and, if the
conviction is confirmed:

(i) Irnmediately revoke access authorization for unescorted
access to the SIDA; or

(ii) Imrediately renmove the individual from screening functions
covered under paragraph (a)(3) of this section.

(m Air carrier responsibility. The air carrier must:

(1) Designate an individual(s), in the security program to be
responsi ble for maintaining and controlling the enploynment history
i nvestigation for those whomthe air carrier has made acertification
to an airport operator under 8§ 107.31(n)(1) of this chapter and for
destroying the crimnal record files when their mintenance is no
| onger required by paragraph (k)(2) of this section.

(2) Designate individual(s), in the security program to
mai ntain and control Part 1 of the enploynent history investigations
of screeners whose files nust be maintained at the | ocation or
station where the screener is performng his or her duties.

(3) Designate individual (s), in the security program to serve
as the contact to receive notification froman individual applying
for either unescorted access or those seeking to perform screening
functions of his or her intent to seek correction of his or her

crimnal record with the FBI
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(4) Designate an individual(s), in the security program to
mai ntain and control Part 2 of the enploynent history investigation
file for all enployees, contractors, or others who undergo a
fingerprint conparison at the request of the air carrier.

(5) Audit the enploynment history investigations perforned in
accordance with this section. The audit process nust be set forth in

the air carrier approved security program

I ssued in Washi ngton, DC, on Septenber 16, 1998.
/ s/ Jane F. Garvey

Adm ni strat or
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