6. Local Communications Network Subsystem

6.1 Overview

The Local Communications Network Subsystem, shown in the figure below, provides the communication between the Vendor Weather Subsystem, XE "Vendor Weather Subsystem"  the Flight Data Server Subsystem, the AFSS Workstation XE "AFSS Workstation"  Subsystem, NADIN II, XE "NADIN II"  Remote AFSSWSs, and, for AFSS sites configured for DUAT XE "DUAT"  functionality, DUAT pilot terminal access.

At the core of the LCN Subsystem is a high-speed, fault-tolerant backbone consisting of up to four Ethernet Switches. XE "Ethernet Switch" \r "D2HBEthernet_Swi1"   

	  See Another Document
	The number of Ethernet Switches and their associated connection information will vary from site to site.  Sites will typically have three or four Ethernet Switches which are connected together with red wires, using the first two ports (1x and 2x) of each Switch, to produce the OASIS LCN.  Port 1x of each Switch always connects to Port 2x of the next Switch until the last one is reached (Switch #3 or #4), then Port 1x will wrap back to Port 2x of the first Switch.  The remaining wires, which are typically blue, are used to connect components to the LCN via patch panels located in the back of equipment rack 101.  Due to the differences in the number of Switches at each site, refer to the Site Drawing Package for your location for the site-specific connection information.


CAUTION: Port assignments to switches must not be changed.  This could impact operational position distribution or Help Desk troubleshooting.
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Figure 6‑1  Local Communications Network Subsystem

6.2 NT Server Operations

The NT Server uses a Pentium class PC running Windows NT 2000 Server with two Hard Drives and a X.25 Router Card.  The NT Server running through the internal LAN provides the Windows NT domain controller for the AFSS Workstations.  The EICON X.25 Router Card resides within the NT Server and provides an external interface to NADIN II.  It is through the NADIN Network that the OASIS systems are connected together, nation-wide.  The NT Server runs the following software applications:

· Message Router (also known as OWLG)

· WIND Download Server

· WIND Download Client

· Download Software Client

· Training Manager Software

· WINGS

· WIND (for Weather Backup Mode)

· OASIS Alphanumeric Restoral Request (OARR)

· FIRE

· EICON X.25 Router

· 3Com XE "3Com"  Total Control Manager (Seattle & DTC only)

· eXceed

· McAfee Anti-virus

· DebugView

· Windows NT 2000 Server

· GPS/RAIM

The NT Domain provides network information about shares and resources within a selected domain (group of NT machines).  The OASIS NT Domain provides the AFSS Workstations with the following shared services:

· Color Printing

· Text Printing

· Network Login

· File Access (within the domain)

For the NADIN II Interface to operate the OASIS WAN (Wide Area Network)/LAN Gateway (OWLG) software must be running on the primary NT Server.  The OWLG dialog box may be opened on the Windows Desktop or minimized to the Task Bar. 

CAUTION: Closing the OWLG dialog box or logging off the primary NT Server will stop the OWLG software and will kill the OASIS interface to NADIN II for the entire AFSS.

Connectivity between NADIN II and the OASIS NT Servers is via a two position A/B Switch.  When the switch is placed in position (A) NT Server 1 is interfaced to NADIN II.  When the switch is placed in position (B) NT Server 2 is interfaced to NADIN II.

The following paragraphs list some general and maintenance-oriented operating procedures for the NT Server such as:  Startup,  Shutdown,  Reboot,  Verifying the NT Domain,  Monitoring the NADIN Gateway,  and Operating OpenView. 

6.2.1 NT Server Startup/Login

If the NT Server is completely powered off or needs to be restarted, use the following procedure to power up the Server.  Allow approximately 2 minutes for the Server to complete the boot process.

CAUTION:  Do NOT touch the screen of the flat panel color monitor with any object, including your hands; damage to the screen will occur.

Flat Panel Color Monitor Maintenance

NOTE: Before cleaning the monitor, unplug it from the electrical outlet.


· To clean the surface of the panel, lightly dampen a soft, clean cloth with water. 

· Do NOT use ketone type materials (ex. Acetone) and no chemicals should be used.  

· To clean the monitor cabinet, use a cloth lightly dampened with a mild detergent. 

· Do NOT use benzene, thinner, ammonia, abrasive cleaners, or compressed air.

6.2.1.1 To power up the NT Server:

1.
At the NT Server, if the Monitor is not powered-on, <Press> the Power button on the Front Panel of the NT Monitor and ensure that the power indicator is lit.

2.
<Press> the power button on NT-1 to the On position.  The default operating system will be automatically started.

3.
When "Welcome to Windows" appears, <Press> Ctrl + Alt + Delete keys to log on.  The Workstation will display the "Log On to Windows" dialog box.

4.
<Type> a valid Username and Password within the appropriate text boxes and <Click> the OK button to logon.  The NT Server will continue the logon process.

5.
<Click> OK to acknowledge the FAA Security Warning.

6.
Upon the completion of the logon process the Windows Desktop is displayed indicating that the startup and login was successful.  Verify that OWLG and DnldSvrNT are displayed on the Task Bar.

6.2.1.2 To Change the NT Server Password

Removed for Security Purposes
6.2.1.3 To verify that the NADIN II is operational:

If specialists at an AFSSWS are able to receive up-to-date NOTAMs or PIREPs, or if General Facility messages can be sent, the NADIN II interface is considered operational.

Verify the NADIN II Interface by sending a test General Facility Message and watching the message leave the Suspense List, which indicates that the message was transferred to the OASIS WAN.  This test can be run from an AFSSWS or the Backup NT Server.

1.
At the Backup NT Server, <Double-click> the WINGS icon to start the WINGS application, and <Login> using the appropriate Username and Password.

2.
Within the WINGS application, <Click> the Lists pull-down menu and <Select> Suspense to display the Suspense List dialog box.

3.
Also open a second dialog box within WINGS by <Clicking> the Transmit Data pull-down menu and <Selecting> General Facility Message to display the General Facility Message dialog box.

4.
Within the General Facility Message dialog box, <Click> in the Facility Addresses field and <Type> *xxx where xxx is a valid Site ID of an operational AFSS.  Example:  “*sea” for the Seattle AFSS.

5.
<Click> within the General Facility Message field and <Type> an explanatory text message, such as ”xxx NADIN II Maintenance Test” (where xxx is your AFSS Site ID).

6.
<Click> within the Transmit Time field and <Type> a transmit time of approximately one minute ahead of the system clock located on the right side of the WINGS Status Bar.

7.
When the time is set one minute into the future, <Press> the Transmit button on the General Facility Message dialog box and <Click> OK within the WINGS message box to confirm the action.

8.
View the Suspense List to ensure that the General Facility Message appears on the Suspense List until the preset transmit time.  At the preset transmit time the General Facility Message should automatically be removed from Suspense List, indicating that the General Facility Message was successfully transmitted to the OASIS WAN.

6.2.2 NT Server Logout/Shutdown

CAUTION:  One of the functions of the NT Servers is to support the NADIN II interface.  If the NT Servers are logged off, NADIN II messaging will be inoperable for the AFSSWS users.

When shutting down an NT Server, it is preferred that the user perform a Graceful Shutdown of the software using the Start menu.

6.2.2.1 To Perform a graceful shutdown of an NT Server:

NOTE:  Connectivity between NADIN II and the OASIS NT Servers is via a two position A/B Switch.  When the switch is placed in position (A) NT Server 1 is interfaced to NADIN II.  When the switch is placed in position (B) NT Server 2 is interfaced to NADIN II.

1.
Verify that the A/B Switch is set in the correct position.  If NT Server 1 is being shutdown the switch should be set to position (B).  If NT Server 2 is being shutdown the switch should be set to position (A).

2.
At the NT Server, close all active software applications, such as the OWLG and DnldSvrNT, and get to the Windows Desktop.

3.
<Click> the Start button and <Select> Shutdown to display the Shut Down Windows dialog box.

4.
Within the Shut Down Windows dialog box, scroll down and <Select> Shutdown and <Click> OK .

6.2.3 NT Server Recovery

In the event that an NT Server becomes inoperable (locks up)and continuously displays the hourglass icon (indicating a busy condition), the operator should:

1.
<Press> the Ctrl + Alt + Delete keys simultaneously to display the Windows Security dialog box.

2.
Within the Windows Security dialog box, <Click> the Task Manager button to display the Windows Task Manager dialog box.

3.
Within the Windows Task Manager dialog box,  <Select> the Applications tabbed page and view any tasks with the status “not responding”.

4.
If an Application has a status of “not responding”, <Click> on the “busy” Application to select it, then <Click> the End Task button to forcefully halt the operation. 
CAUTION:  This is forceful interruption of the application that is not responding and data could be lost.


The system should return to the Windows Desktop and the hourglass icon should be gone.

5.
At this time the user should perform a Graceful Shutdown by <Clicking> the Start button and <Selecting> Shutdown.

6.
If the Windows OS is still locked up and a Graceful Shutdown cannot be performed, <Press> the Reset Button on the Front Panel of the NT Server to perform a forceful reboot of the Server.  If the NT Server does not have a Reset Button, <Press> and hold the Power button until the power goes off  (approximately 5 seconds).

CAUTION:  This is forceful interruption of any and all software applications running on the NT Server at this time.  Pressing the Reset Button will immediately halt all Server operations and data could be lost or corrupted.

6.2.4 Verify Ethernet Connectivity

	  See Another Document
	To verify the operation of individual devices, a device that is connected to the LAN can be “pinged”.  Use the Backup NT Server in conjunction with the Interconnect Diagram within the Site Drawing Package to verify LAN connectivity..Device IP Addresses are listed in the IP Address Appendix.


To Ping a Network Device:

1. At NT-2 server, <Select> Start>Programs>Accessories>Command Prompt to open a DOS Window.

2. At the “C:\>” prompt, <Type> ping(xxx.xxx.xx.xx and <Press> Enter where the x’s represents the IP Address for the Ethernet Switch under test.  Appendix A provides the IP addresses XE "IP Addresses"  for all the network devices.

If the Ethernet Port and the connection to the Backup NT Server are operational, the system should respond several times with the correct IP Address and the number of bytes transferred. 

If the system responds with a “timeout”, recheck the IP address and the network connections.

3. To test all the Ethernet Switches, <Type> ping(xxx.xxx.xx.xx and <Press> Enter where the x’s represent the IP Address for each Ethernet Switch under test.

4. When finished,  <Click> the X to close the DOS window and return to the Windows Desktop.

6.2.5 Verify the NADIN II Resources

The following independent functions must be operating and available within OASIS to ensure that the NADIN II Interface is operational and has established an X.25 connection to the OASIS Wide Area Network:

· The primary FDS (typically FDS-1) software must be operational and processing NADIN II messages, such as flight transactions or General Facility Messages.

· The OWLG software must be running on the primary NT Server.

· The EICON Card must be operational and EICON Services must be started on the primary NT Server.

The following three procedures are used to verify that the NADIN II resources are available and operating.  If one or more of the resources are down, refer to the SMM, Section 2.7, External Interfaces, for the restart procedures.

6.2.5.1 To verify the FDS software processes are running:

This procedure is used when FDS-1 is operating as the primary Flight Data Server  XE "Flight Data Server" 
1.
Connect the Backup NT Server to FDS-1 using the Maintenance Patch Panel.

2
At the Windows Desktop on NT Server-2, <Double-click> the HyperTerminal XE "HyperTerminal"  icon.

3.
<Double-click> the Flight Data Server.ht icon to access the HyperTerminal window.

4.
Within HyperTerminal window, <Press> the Enter key to display the “Console Login:” prompt.

5.
At the prompt, <Type> the appropriate Username and Password to login to the FDS.  The FDS should respond with the “fds1xxx” prompt (where xxx is equal to the Site ID).

6. At the “fds1xxx” prompt, <Type> ps(-usrm and <Press> the Enter key to view the list of software processes running on the FDS.  The primary FDS should respond with a list of 15 processes as shown in the following example:

	PID
	TTY
	TIME
	COMMAND

	###
	?
	#:##
	srm

	###
	?
	#:##
	dbm

	###
	?
	#:##
	wxu

	###
	?
	#:##
	fds_inetd

	###
	?
	#:##
	upd

	###
	?
	#:##
	w2_dq

	###
	?
	#:##
	sched_server

	###
	?
	#:##
	w2_int

	###
	?
	#:##
	scrman_stats

	###
	?
	#:##
	wmsc_read

	###
	?
	#:##
	gw_int

	###
	?
	#:##
	wx_client

	###
	?
	#:##
	n2_read

	###
	?
	#:##
	gw_dq

	###
	?
	#:##
	fpbackup


7.
When verifying that NADIN II is operational, check the list to ensure that “gw_int” appears within the list.

8.
At the “fds1xxx” prompt, <Type> exit and <Press> the Enter key to end the UNIX session and log off the FDS. The FDS should respond with the “Console Login:” prompt.

	     


	9.    Once the “Console Login:” prompt is displayed, the user may <Click> the X button to close the window and return to the Windows Desktop.


CAUTION:  One of the functions of the NT Servers is to support the NADIN II interface.  If the NT Servers are logged off, NADIN II messaging will be inoperable for the AFSSWS users.

6.2.5.2 To verify that the OWLG Software is Operational:

This procedure contains the following two actions:

· To verify that the OWLG software is started on the primary NT Server.

· To verify that the primary FDS is communicating with the OWLG software (also called the Message Router) running on the primary NT Server, and that an X.25 connection has been established with the OASIS WAN.

This procedure assumes that FDS-1 is operating as the primary Flight Data Server. XE "Flight Data Server"  

1.  At the primary NT Server (NT Server 1), perform a visual check to verify that the OWLG software is started.  On the Windows Desktop, ensure that the OWLG window is either open or minimized on the Taskbar. 

2.  If the OWLG window is minimized <Click> the OWLG window on the Taskbar to open.

3.
Verify that the “Overall WAN Status” displays the word UP. 
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Figure 6‑3  OWLG  Window

4.
After verifying that the OWLG software is started the user can again minimize the OWLG window.

CAUTION:  One of the functions of the NT Servers is to support the NADIN II interface.  If the NT Servers are logged off, NADIN II messaging will be inoperable for the AFSSWS users.

6.2.5.3 To start or restart the OWLG:

If the OWLG software is not started and running on the primary NT Server, it may be necessary to start or restart the OWLG software.  Also, only one version of OWLG should be operating on the Server at a time.  This procedure uses the Windows Task Manager to stop or ensure that there are no OWLG processes currently running prior to starting the OWLG software.

1.
If an OWLG window is currently open on the primary NT Server, <Click> X to halt the OWLG software and close the window.


OR


At the Windows Desktop, <Press> the Ctrl + Alt + Delete keys simultaneously to display the Windows Security dialog box.

2.
Within the Windows Security dialog box, <Press> the Task Manager button to display the Windows Task Manager dialog box.

3.
Within the Windows Task Manager dialog box,  <Select> the Processes tabbed page and search the list for “owlg.exe”.

4.
If “owlg.exe” appears within the list <Click> on owlg.exe to select the process and <Click> the End Task button to forcefully halt OWLG software.
	     


	5.  Ensure that the process “owlg.exe” does not appear within the process list and    <Click> the X button to close the Windows Task Manager dialog box.


6.
To start the OWLG, use the Start button and <Select> Start>Programs>Startup>OWLG to start the OWLG software and display the OWLG1 dialog box.

NOTE:  The Program menu is divided approximately in half by a horizontal line, and Startup appears in both the top and bottom lists.  Select the Startup from the bottom to find OWLG.

7.
For the NADIN II Interface to operate, the OWLG software must be running on the primary NT Server.  The OWLG dialog box may be opened on the Windows Desktop or minimized to the Task Bar, but closing the OWLG dialog box or logging off of the primary NT Server will stop the OWLG software and will kill the OASIS interface to NADIN II.

8.
Re-verify the OWLG software is started and operational.

6.2.5.4 To verify that the EICON Services are started:

This procedure verifies that the X.25 Router Card within the NT Server is operational and that EICON Services are started.  This procedure is run from the Windows Desktop of the primary NT Server.

1.
On the NT Server, <Select> Start>Programs>Administrative Tools>Services to display the Services dialog box.

3.
Within the Services dialog box, <View> the Name List to ensure that “EICON Cards” appears and that the status is listed as “Started”.

4.
If the Status column is blank, <Click> the Start button on the menu bar of the Services window.

	     


	5.
<Click> on the X button to close the Services dialog box and return to the Windows Desktop.


CAUTION:  Never log off the NT Servers.  One of the functions of the NT Servers is to support the NADIN II interface.  If the NT Servers are logged off, NADIN II messaging will be inoperable for the AFSSWS users.

6.2.5.5 Using the NT/NADIN A/B Switch

There is only one communication line between an AFSS and the FAA NADIN II XE "NADIN II"  Packet Switched Network. If an OASIS site has a failure in NT Server 1, the single communication line can be manually switched to NT Server 2 using the A/B Switch.  The Interface Status List provides a visual indication of the loss of NT Server 1 or the NADIN connection.

6.2.5.6 Sending a General Facility Message

Verify the NADIN II Interface by sending a test General Facility Message and watching the message leave the Suspense List, which indicates that the message was transferred to the OASIS Wide Area Network (WAN).

1.
At NT-2 Server, <Double-Click> the WINGS icon to start the WINGS application, and <Logon> using the appropriate Username and Password.

2.
Within the WINGS application, <Click> the List pull-down menu and <Select> Suspense to display the Suspense List dialog box shown in the figure below.
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Figure 6‑4  Suspense List Dialog Box

3.
Open a second dialog box within WINGS by <Clicking> the Transmit Data pull-down menu and <Selecting> General Facility Message to display the General Facility Message dialog box, shown in the figure below.
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Figure 6‑6  General Facility Message Dialog Box

4.
Within the General Facility Message dialog box, <Click> in the Facility Addresses field and <Type> *xxx where xxx is a valid Site ID of an operational AFSS.  Example:  “*SEA” (for the Seattle AFSS).

5.
<Click> within the General Facility Message field and <Type> an explanatory text message such as ”xxx NADIN II XE "NADIN II" \r "D2HBNADIN_II8"  Test” (where xxx is your AFSS Site ID).

6.
<Click> within the Transmit Time field and <Type> a transmit time of approximately one minute ahead of the system clock located on the right side WINGS Status Bar.

7.
When the time is set one minute into the future, <Press> the Transmit button on the General Facility Message dialog box and <Click> OK within the WINGS message box to confirm the action.

8.
View the Suspense List to ensure that the General Facility Message appears on the Suspense List until the preset transmit time.  At the preset transmit time the General Facility Message should automatically be removed from Suspense List, indicating that the General Facility Message was successfully transmitted to the OASIS WAN.

6.2.6 Verify that the FIRE application is running

	[image: image13.png]



	The Flight Information Recorder (FIRE) application runs on the NT servers and automatically writes backup flight plan data to the flash card readers connected to NT Server 1 and NT Server 2 without operator intervention.  The FIRE application is indicated by a fire hydrant icon positioned within the Windows System Tray, near the time display.  The Windows System Tray is located in the lower right corner of the windows desktop.


15 days worth of data is collected.  Any data over 15 days old will be automatically overwritten

Although operator intervention is not necessary it is advisable to check the status of the FIRE application periodically to ensure the application is running.  To verify the operation of FIRE, glance at the system tray and confirm the Fire Hydrant icon is present and not crossed out.  

The status of the FIRE application can also be checked through the WINGS application.  After logging on to WINGS, <Select> Status>Interface Status List from the menu bar at the top of the window.  The Interface Status List shows the status of each interface currently running on the system.  FIRE on NT-1 and FIRE on NT-2 are listed and their status should be “Up”. 

If the Fire Hydrant icon in the system tray is crossed out, and/or the status on the Interface Status List indicates that the FIRE application is not running, the application should be restarted as quickly as possible.  

To Restart the FIRE application

1.
On the NT Server, select Start>Programs>Startup>FIRE to start the FIRE software and display the FIRE icon in the System Tray.

To Stop the FIRE application

1.
On the NT Server, <Right-Click> the FIRE icon in the System Tray.

2.
<Select> Shutdown and <Click> Yes to acknowledge the warning message.

To verify that FIRE is operational

1.
Verify that the fire hydrant icon in the system tray is red.

2.
Verify the status of the FIRE interface on the Interface Status List.

a.
From the menu bar of the WINGS application, <Click> Status>Interface Status List.

b.
 The status of FIRE NT1 and FIRE NT2 should be green. 

3.
Verify that the fpbackup process is running on the FDS 1.


a.
Use the “To verify the FDS software processes are running” procedure, to open a window on the Backup NT Server, access FDS-1, and view the active processes.

b.
View the list of software processes running on the FDS.  The "fpbackup" process should appear in the list.

6.2.7 Creating NT User Accounts

The Logon XE "Logon" \r "D2HBLogon11"  procedure for the AFSS Workstation XE "AFSS Workstation"  requires two separate logons: the logon to the NT operating system and the logon for WINGS.  

6.2.7.1 To Create an NT User Account

The following steps are used to create a user account. 

1. At the NT Server PC, <Logon> as the Administrator.

2. At the task bar of the desktop screen, <Select> Start>Programs> Administrative Tools>Active Directory Users and Computers.  The Active Directory Users and Computers window, shown below, displays.
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Figure 6‑7  Active Directory Users and Computers Window

3. <Select> the Users group from the Tree menu on the left side of the window.

4. From the menu bar at the top of the window, <Select> Action>New>User.  This opens the New Object – User window.
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Figure 6‑8  New Object - User Window

5. <Type> the new  user's First name, Initials, Last name and User logon name.  <Press>the Tab key to move from one field to the next.  When finished, <Click> the Next> button.  This opens the Password window.
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Figure 6‑9  New User Password Window

6. <Type> the user's temporary Password in the Password and Confirm Password fields.

7. <Select> the check-box next to "User Must Change Password at Next Logon" and <Click> the Next> button.

8. <Review> the summary of information and if all is correct, <Press> the Finish button.

9. In the Active Directory Users and Computers window, locate the new user in the list on the right side of the window and <Double-click> on the new user's name.  This opens the Properties Window, illustrated below.

[image: image8.png]o] [ s |
e e || oo [ ot || e || e |
MerberOf | Disin | Envionent | Sessons |
Member of:
s e

ASIS Speciaist  0asis aa/0ASIS Groups

Add Remove

Fiimayy goup: Do Users
There i o need o change Primaty group urless.
you have Macitash clnis or POSIX complant
epplcatons.

Cancel Apply





Figure 6‑10  Properties Window

10. In the Properties window, select the Members Of tab and <Click> Add.  This opens the Select Groups window, 

11. In the Select Groups window, select the appropriate group for the new user and <Click> Add.  Repeat to add the user to more than one group.  When all necessary groups have been added to the account, <Click> OK to accept the selections and close the window.

NOTE:  Choose only one of the following:  OASIS User, OASIS Supervisor, or OASIS Administrator.  If necessary, select OASIS Graphics, OASIS Burner, OASIS Training, or other specific functions that are necessary.

12. Repeat steps 4 through 11 to add more users.  Typically, the Administrator and Maintenance XE "Maintenance"  users do not run a script at logon.

13. <Click> X at the top of the Active Directory Users and Computers window to return to the Windows desktop.

6.2.8 Locking and Unlocking a Workstation

6.2.8.1 To Lock a Workstation:

1. <Press> Ctrl+Alt+Delete keys simultaneously.  A “Windows Security” window will be displayed. 

2. <Click> on the Lock Workstation button.  A “Workstation Locked” window will be displayed.

6.2.8.2 To Unlock a Workstation: XE "Unlock a Workstation" 
NOTE:  Only the original user or a user with Administrator level capabilities will be able to unlock the workstation. This is a built-in Windows NT security feature.

1. <Press> Ctrl+Alt+Delete keys simultaneously at the “Workstation Locked” window.  An “Unlock Workstation” window will be displayed.

2. <Type> the original user’s Password, or the Username and Password of a user with Administrator capability.

6.2.9  XE "Weather Backup" \r "D2HBWeather_Back14" Weather Backup

Each AFSS site has the capability to operate in the weather backup mode when its primary source of weather data (the local WGS) has failed or cannot be accessed.  Once the local WGS has failed or cannot be accessed, each AFSS Workstation that is requesting weather products to display, will automatically switch to its secondary source of weather products, which is the Backup NT Server (NT-2).  

NOTE:  For Weather Backup Mode to operate, NT-2 must be up and running so that the operations specialist can receive the weather products requested at the AFSSWSs.

Upon receiving requests for weather products, NT-2 will initiate Weather Backup Mode by utilizing a Remote Access Server (RAS) to dial out to the Seattle, WA  Weather Graphics Server.  In this mode, NT-2 will receive a subset of weather products using the Download Client software, and store them on it’s Hard Drive.  Using the WIND application running on the Backup NT Server, the AT Supervisor will determine the subset of products to be downloaded onto the NT-2 hard drive.  The Download Server software that supplies the weather products to the requesting AFSS Workstations should continually remain running on the Backup NT Server.
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Figure 6‑11  Weather Backup Mode of Operation

6.2.9.1 Selecting Weather Backup Products

The authorized site personnel will determine the subset of products to be downloaded onto NT Server 2.  These products are selected using the WIND application on the Backup NT Server.


To Select Weather Graphic Products:

1.
At NT Server 2, log on as Administrator.

2.
<Double-Click> the WIND icon on the desktop screen.

3.
From the WIND menu bar, <Select> File>Current Product

4.
From the listing of current products, <Select> the site-required products to be stored on NT Server 2.  These are the only products that will be available in Weather Backup mode.

5.
Repeat steps 3 and 4 until all required products have been selected.

6.
<Select> Options>Save State as Default.  <Click> the YES button on the pop-up window to confirm and complete the save action.  The selected products saved as "Default" will be used in Weather Backup mode.

7.
From the WIND menu bar, <Select> File>Exit to close WIND. 

6.2.9.2 To Force the System into Weather Backup Mode

The system can be forced into Weather Backup mode by removing the LAN cable from the back of the WGS.  The workstations will request product updates from the WGS three times.  Upon failure, the workstations request product updates from NT Server 2.  WIND is automatically activated on NT Server 2 and also attempts to access the WGS three times.  NT Server 2 will then dial out to the pre-assigned Weather Backup site via a RAS box.

NOTE:  Performing this procedure will prohibit an operational site that experiences a failed WGS from accessing SEA AFSS for weather backup, because the backup line will be busy.  Only perform this procedure when absolutely necessary, and notify the Harris Help Desk when the procedure is performed.

1.
Disconnect the LAN cable from the back of the WGS.

2.
Verify that WIND opens on NT Server 2 (may take up to 10 minutes).

3.
Verify that the workstations can receive "Default" products from NT Server 2.

6.2.9.3 To Restore from Backup Mode to Primary VWS XE "Vendor Weather Subsystem"  

When it has been determined that the affected equipment has been repaired and normal service has been restored, the system administrator or maintenance XE "Maintenance"  technician goes to each AFSS workstation and performs the procedure that reverts from Weather Backup mode to primary VWS.

To Restore from Weather Backup Mode to Primary VWS:

1.
Send a Global Message to the NT Domain:

a.
At the NT Server use the Start button to <Select> Start>Programs>Accessories>Command Prompt and open a DOS window.

b.
At the prompt <Type> net(send(*(“message”.

Type your message as you would like it to appear, within the quotes.  Example:  “The Weather Graphic Server is now restored.  Change the DownloadClnt Connection Status back to the local WGS (xxx.xxx.xxx.15), on all AFSS Workstations”.

c.
At the Messenger service window <Click> OK.

d.
Upon completion of using the DOS window,  <Type> exit at the  prompt to return to the Windows Desktop.

2.
At each AFSS Workstation, Maximize the DownloadClnt dialog box and <Click> on the Connection Status button to display the Server Name and Port Number dialog box.

3.
Within the Server Name and Port Number dialog box, <Click> on the Server Name pull-down menu and <Select> the IP Address of the local WGS, xxx.xxx.xxx.15 (where the x’s represent the Site IP address and .15 represents the local WGS IP address), then <Click> the OK button to accept the selection.

4.
Within the DownloadClnt dialog box, review the Connection Status and the Product Class and Clipboard text boxes  to ensure that the local WGS is connected and that weather products are being downloaded.  <Minimize> the DownloadClnt dialog box, as necessary.

5.
 At the Windows Desktop on the Backup NT Server (NT-2) if WIND is not displayed, <Click> on WIND within the Task Bar to display the WIND application.
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	6.
<Click> the X button within the (WIND) window to close the WIND application.  This should automatically close the DownloadClnt application and the NT Server should stop receiving weather products.


NOTE:  Failing to properly restore from Weather Backup Mode will cause the products being displayed at the AFSS Workstations to stop being automatically updated.  Each AFSS Workstation must be switched back to the local WGS to begin receiving weather products locally and to continue being updated automatically once a product is displayed.

6.3  XE "Upgrade"  XE "Remote Access" Remote Access Server

Two Remote Access Servers (RAS) and two encryption boxes provide encrypted dial-up interfaces for remote workstations, weather data backup and fault reporting to the Harris Help Desk.  The two Remote Access Servers are COTS Cisco Routers that interface the LCN Subsystem with the Government telephone network to provide each site with the following dial-in/out services:

· Three dial-in lines for Remote AFSS Workstation access at a typical AFSS 

· One dial-out line to DUAT Sites for Weather Backup Mode

· Two lines for Remote Monitoring and Control (RM&C) and system access by the Harris Help Desk

Initially the OASIS systems are delivered with the User Accounts set up, but the authorized site personnel may change user account names, passwords and phone numbers as necessary for their situation.  However, the “helpdesk” accounts must not be changed.

6.3.1 Setup/Configuration

IP Addresses

The OASIS LRUs use a common IP addressing scheme from site to site, where the first 3 fields represent an IP Address XE "IP Address"  corresponding to the Site ID and the last field uses a 31 or 41 to specify the Remote Access Servers as shown in Table 8-6.  

Table 8-6.  RAS IP Address and Port Assignments

	Port
	RAS 1 (xxx.xxx.xx.31)
	RAS 2 (xxx.xxx.xx.41)

	ISDN
	
	

	0
	WX Backup
	Remote WS

	1
	Remote WS
	Unused

	Analog
	
	

	0
	Remote WS
	Unused

	1
	Unused
	Unused

	2
	Unused
	Unused

	3
	Unused
	Unused

	4
	Unused
	Unused

	5
	Unused
	Unused

	6
	Unused
	Unused

	7
	Help Desk
	Help Desk


 XE "Maintenance" 
6.3.2 Testing/Verification

Each time a Remote Access Server is powered on it runs a brief initialization then the Power LED should light solid green indicating that the RAS is operational.

6.3.2.1 Operational Verification

Under normal operating conditions (not during initialization) the Remote Access Server should have the following indicators lit Green:

· Power LED (RAS Front Panel) - Solid green indicating power on.

· LINK LED (Rear Panel) - Solid green indicating a connection to the Ethernet Switch

· EN LED (Rear Panel) – Solid green indicating the 8-Port Analog Modem Card is ready (available).

6.3.2.2  XE "Fault Isolation" Fault Isolation Checklist

To verify the operation of a RAS it may be necessary to perform one or all of the following four procedures, dependent upon the type of problem:

· Verify the connection to the LCN (network)

· Verify the dial-in capability

· Verify the User Account information

· Verify the dial-back capability

6.3.2.3 Testing Procedures

To Access a RAS (1 or 2) from the Backup NT Server:

1.
At the Maintenance Patch Panel, connect NT Server 2 to the RAS under test (RAS-1 or RAS-2).

2.
At the Windows Desktop, <Double-click> the HyperTerminal icon.

3.
 <Double-click> the Remote Access Server.ht icon to access the HyperTerminal XE "HyperTerminal"  window.

4.
Within the Remote Access Server - HyperTerminal window, <Press> the Enter key to display the “rasNxxx>” prompt (where N is the desired RAS and xxx is equal to the Site ID).

5.
At the Password prompt, <Type> the appropriate Password and <Press> the Enter key.  The system will display the “rasNxxx>” prompt (where N is the desired RAS and xxx is equal to the Site ID). 

CAUTION:  Changes to the RAS configuration could cause the RAS to become inoperable.  Harris recommends only changing the passwords or phone numbers if necessary.

Helpful Show Commands for the RAS:

· show all

· show session

· show table user

· show user helpdesk XE “Helpdesk” \r “D2HBHelpdesk20” 
· show location

· show location helpdesk

6.3.2.4 To verify the User Account Information:

To verify the User Account information, the maintainer must connect to the RAS through the Maintenance Patch Panel and utilize the Backup NT Server as a System Console for the RAS under test.  When connected to RAS the maintainer may login to a RAS and verify user account information, as well as obtain status and configuration information on the unit.

1.
Use the “Accessing a RAS” procedure, to open a window on the Backup NT Server and access the desired RAS (1 or 2).

2.
At the “rasNxxx>” prompt, <Type> enable and <Press> the Enter key.  The system should respond with the “Password>” prompt.

3.
At the prompt, <Type> the appropriate Password and <Press> the Enter key to login to the RAS.  The RAS prompt will change to “rasNxxx” prompt (where the first # is equal to 1 or 2 corresponding to the appropriate RAS and xxx is equal to the Site ID).

4.
At the “rasNxxx” prompt, <Type> show(run and <Press> the Enter key to display the RAS configuration.  The system will respond with a display of the current configuration.  At the more prompt, <Press> the Space Bar to scroll a page at a time.

5.
Ensure that each user has a valid entry (account) in the Configuration and make note of the account name for the suspect user.  

NOTE:  Initially the OASIS systems are delivered with the User Accounts set up as “remote1” through “remote5”, but the appropriate AT Supervisors may change User Account names, passwords and phone numbers as necessary for their situation.  However, the “helpdesk” accounts must not be changed.

6.
Ensure that the User Account has valid IP address XE "IP address"  and dial-back number for the remote Workstation.

7.
If a invalid phone number is found or if a password needs to be changed, use the following procedure to change the phone number or otherwise exit the RAS and terminate the communication session (HyperTerminal) as follows:

8.
At the “rasNxxx” prompt, <Type> exit then <Press> the Enter key to logoff of the RAS and end the user session.
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	9.
<Click> the X button to close the HyperTerminal Window, and return to the Windows Desktop.


6.3.2.5 To Change a User Account:

On occasion it may be necessary to change the password for a user if the dial-in user cannot access their account due to an invalid or forgotten password.  To change a user’s password, the maintainer must connect to the RAS through the Maintenance Patch Panel and utilize the Backup NT Server as a System Console for the RAS under test.  When connected to RAS the maintainer may login to a RAS and access user account information.

1.
Use the “Accessing a RAS” procedure, to open a window on the Backup NT Server and access the desired RAS (1 or 2).

2.
At the “rasNxxx>” prompt, <Type> enable and <Press> the Enter key.  The system should respond with the “Password>” prompt.

3.
At the prompt, <Type> the appropriate Password and <Press> the Enter key to login to the RAS.  The RAS prompt will change.

4.
At the “rasNxxx” prompt, <Type> show(run and <Press> the Enter key to display the RAS configuration.  The system will respond with a display of the current configuration.  At the more prompt, <Press> the Space Bar to scroll a page at a time.

5.
Within the Username entries, identify the username (account) with the password problem.

NOTE:  Initially the OASIS systems are delivered with the User Accounts set up, but authorized site personnel may change usernames and passwords as necessary for their situation.  However, the “helpdesk” account must not be changed.

6.
At the “rasNxxx” prompt, <Type> config(t, then <Press> the Enter key.  The prompt will reflect config mode.  In this mode, any of the following three steps can be performed.  

7.
To set up or modify an Analog account:  At the “rasNxxx(config)” prompt, <Type> 
username("remote"(callback-dialstring(“new number”(password(“new password” (where “remote” is the username, "new number" is the callback dialstring number, and “new password” is the new password), then <Press> the Enter key.


OR

8.
To set up or modify an ISDN account:  At the “rasNxxx(config)” prompt, <Type> username("remote"(password(“newpassword” (where “remote” is the username, and “new password” is the new password), then <Press> the Enter key..

OR

9.
To delete a user account:  At the “rasNxxx(config)” prompt, <Type> no(username(remote((where “remote” is the account to be changed), then <Press> the Enter key.

10.
At the “rasNxxx(config)” prompt, <Press> the Ctrl + z keys simultaneously to exit Config Mode and return to the rasNxxx prompt.
11.
At the “rasNxxx” prompt, <Type> copy(running-config(startup-config then <Press> the Enter key to save the changes permanently (this may take a few seconds).

12.
At the “rasNxxx” prompt, <Type> exit then <Press> the Enter key to logoff of the RAS and end the user session.
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	13.
<Click> the X button to close the Telnet or the HyperTerminal window, and return to the Windows Desktop.


6.3.2.6 To Verify Dial-in (and Analog Dial-Back) Capability:

If a Remote User is experiencing a problem dialing in to a site through the RAS (1 or 2), it will be necessary to coordinate a dial-in/callback attempt with the Site.

To Verify an ISDN Connection:

1.
The Remote User should attempt to dial-in and connect while maintenance personnel stand by the OASIS Rack to observe the suspect RAS.

2.
Upon attempting a Remote connection to the Site, the corresponding ISDN port on the Rear Panel of the suspect RAS should light green temporarily while the two Modems exchange authentication information.

To Verify an Analog Connection:

1.
The Remote User should attempt to dial-in and connect while maintenance personnel stand by the OASIS Rack to observe the suspect RAS.

2.
Upon attempting a Remote connection to the Site, the corresponding analog port on the Rear Panel of the suspect RAS should light green temporarily while the two Modems exchange authentication information.

3.
When authentication is complete the Site RAS should hang up, wait approximately 10 seconds then dial back the Remote User.

	(  Call Harris Help Desk
	4.
If the dial-back attempt did not light the Port LED indicating that the modem was dialing, call the Harris Help Desk to further fault isolate prior to removing and replacing the RAS.  If the dial-back attempt did light the Port LED but did not successfully ring the modem on the Remote Workstation, check the physical connections and the dial-back number as follows:


5.
Locate the closest hand-held phone and manually dial the dial-back number for the Remote Workstation.  If the attempt does not ring the modem at the Remote Workstation, the number is invalid. Contact the appropriate AT Supervisor.

6.
If the manual dial-back successfully rang the Remote Workstation, unplug the phone and cord from its connection and carry it to the back of the OASIS Racks.

7.
At the back of the OASIS Rack corresponding to the suspect RAS, locate where the problem port connects into the top of the Telco Block (the Remote Access Servers are typically reference designated as A3-# where # equals the suspect port number)

8.
Disconnect the suspect port (A3-#) from the Telco Block and plug the hand-held phone into the empty location on the Telco Block.

9.
Check to ensure that the phone receives a dial tone, and then manually dial the dial-back number for the Remote Workstation.  If the phone does not have a dial tone or the dial-back attempt does not ring the modem at the Remote Workstation, the problem is probably external to the OASIS Rack.  Contact the Harris Help Desk.
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