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	NIMS EVENT MANAGEMENT ARCHITECTURE
The NIMS Event Management System (EMS) will exist as one system across the FAA and will provide a single repository for all event management data.  The NIMS EMS architecture provides a robust, secure, highly available service across the AF enterprise.  The system will comprise four geographically diverse subsystems.  Each subsystem can run all functions necessary for the NIMS EMS to satisfy the logging needs in the NAS.  The NIMS EMS architecture will ensure that: failures are a loss of redundancy, not loss of services; that AF business contingencies are supported; and the loss of a sub-system will not compromise EMS usability.  The diagram below depicts NIMS as it will be deployed.
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The architecture plans for redundant hardware and software for each basic function/capability at the NOCC, Mid-States OCC, Atlantic OCC, and Pacific OCC.  Additionally, any OCC can perform any function for its own SSCs/WCs, as well as the SSCs/WCs for any other OCC.  Redundant Load Balancers will route the user to the subsystem that best meets their needs at that point in time.  System management and security will be monitored across the entire enterprise using the established NIMS network.  The NIMS database will be the same at all four locations.  Backups will be performed at each geographical site.
The NIMS EMS four logical components are NIMS Connected, NIMS Mobile, NIMS Report Generation and the NIMS Event Management Database.  NIMS EMS is implemented by NIMS Connected and NIMS Mobile, which manage the entire event management lifecycle from the initial generation through assignment, updates, and event closure.  Event generation includes: Preventive Events; Corrective Events; and Administrative events.
NIMS Connected provides authorized users with a full time network connection and interface to NIMS EMS.  NIMS Mobile provides users who operate in a disconnected mode with “Store Forward” capability.  This is accomplished via a synchronization process where authorized users send updates that have been stored on the Maintenance Data Terminals (MDTs).  During the synchronization process, users receive new work assignments or updates to current work assignments.  NIMS Report Generation provides authorized users with the ability to generate and analyze on-demand predefined reports and regularly scheduled predefined reports.  NIMS EMS Database supports data storage, access, and analysis.  The database will be populated with current information from Resource Support Information (RSI; initial load only), Event Manager (initial load only), the Internet Facility, Service, and Equipment Profile (WebFSEP) and EMS generated events.
Security CONCEPT
The NIMS security objective is to employ protective measures, commensurate with return on investment, and provide protection of system components, including hardware, software, system operations, and data processing activities.  NIMS security goals include:  providing an appropriately protected NIMS operational environment; protecting data confidentiality; ensuring that data/information can only be modified by authorized users; ensuring the integrity of data/information; verifying the identity of users engaged in transactions; providing accessible and usable data; and monitoring NIMS operations and activities.
The NIMS Security philosophy is to implement the most practical and efficient measures to ensure the integrity of operations, systems, and data.  This means that data processed within the system: cannot be modified by unauthorized individuals/methods; is not corrupted by the system; is not lost during transmission; does not become corrupted during transmission within the system; and is received and processed in an acceptable manner.  Additionally: operations designed to be automatically initiated by the system are initiated as required; information processing resources are available when needed; the confidentiality of sensitive data/information is ensured; and an acceptable security information system protection posture is achieved and maintained by monitoring system activities and operations.
NEXT WEEK
· Schedule Update
· Training Status
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